eTrade Document Exchange (eTDE) System

Owner User Guide

Edited by Steve Calhoun
February 2014

eTDE Owners User Guide



Table of Contents

1. Registering fOor @€TDE ACCESS....cuummmmmsmsmsmsmssssmsssssssmssssssssssssssssssssssssassssssssssssssasssssssens 4
1.1. Applying for eAuthentication ACCOUNL ......ccovcrmmiimsmssimssmmsssss 4
1.1.1. Level Two Account RegISTIation ....coriererreenernrereesseeseessessssessessesssessessssssessssssesssssssessnees 5
1.1.2. Level One Account ReGiStratioN....coerernrenernsereesseesseessessssessessseesssssessssssesssssessssssessnees 7
1.2. Registering for Access t0 €TDE ........cccoinmnmnmsmsmnmsmsssmssssssssssssssssssssssssssssssssanss 8
1.2.1. eTDE registration steps if your company is not registered for eTDE........ccccuuruunre. 8
1.2.2. Associate with your company that is already registered........nnensennen. 12
1.2.3. Register yourself without registering your company and without associating
WItH @ COMPANY. ettt s bbb bR R bR bbb 12
2. Managing Your USer Profile ... 13
2.1. Unassociated User FUNCLIONS........cccvromierrmnsersmsssssssssssssssssssssssssssssssssssssssssssessassssssasssess 13
2.1.1.  Editing YOUT PIOfile . sssssesssssssessssessesssssnes 13
2.1.2. Registering @ COMPANY ... s sees 13
2.1.3. Associating With @ COMPANY ..o sssessesssseaes 15
2.2. Associated User FUNCHONS......ccccvccrrmrrmisersssssssssssssssssssssssssssssssssassssssssssssssssssssasssssssssses 15
2.2.1. Disassociating With @ COMPANY ...cererrrerneerreereereesers s sessssessesssssaes 15
2.2.2. Registering external SYSLEIM ......coeererreeeesreesess s sesssesssssssessssssessssssnes 15
2.2.3. Requesting Entity Administrator registration. ... 16
3. Using eTDE System after you are registered and associated...........ccosusursnens 19
3.1. Accessing certificate metadata (certificate descriptive information)................ 19
3.2. Viewing certificates ... s s 20
3.3. Managing user access t0 eTDE dOCUMENLS.......cccommsmmmsmssmsmssmssssmssssssssssssssssssssssssssasans 20
3.3.1.  Unassigned DOCUIMENTS .....ccoiereenineneesssssesessessssssssessssssssssss st sssssssssssssasssssssssssssssns 20
3.3.2.  ASSIiZNEd DOCUIMENTS. ...ttt iseseesessssses s s bbb s st s s s s s s ssnsans 22
4. ETDE RePOItS . sssssssssasssssssassssssssssnsas 23
4.1, REPOITS iR AR R 23
T 0 U] 0T ) o o 7 0T 23

2 eTDE Owner User Guide



Accessing and Using the eTDE Website for Document
Owners

This document will show the actual eTDE Graphical User Interface (GUI) and
provides step-by-step instructions for how users will interact with each screen. The
eTDE System can be accessed on the internet at http://www.etde.usda.gov .

Note: Users may have to disable pop ups in order to prevent “linkage not found”
errors while navigating the eTDE system. If pop ups are allowed and a survey
request appear, respond ‘NO’ to the request. If ‘page not found’ error occurs simply
refresh page.

Internet Explorer version 8 is the current compatible browser for eTDE. Other
versions of Internet Explorer may be used but may require selection of compatibility

view from the Tools menu.

Note: eTDE registration is required for use of the eDocs module. eDocs is an
application system for the creation of export documents that flows directly into eTDE.
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1. Registering for eTDE Access
There are two types of registration that must be completed, (1) eAuthentication
and (2) eTDE registration. First you must have an eAuthentication account in
order to access USDA websites. Once you have an eAuthentication account then
you must register for access to eTDE. This also allows access to eDocs (see eDocs
Guidance documents). The steps below explain how to do both types of
registrations.

1.1. Applying for eAuthentication Account

Navigate to www.etde.usda.gov. eAuthentication is the first step in the process of
registering for eTDE. If you are not already registered with eAuthentication select
the eAuthentication link on the welcome page (Figure 1).

USDA ,
sl United States Department of Agriculture

=

Electronic Trade Doc t Exchange Syst

Welcome to the Electronic Trade Document Exchange System (eTDE)!

The eTrade Docurnent Exchange (eTDE) System supports the trade of US agricultural
commaodities dormestically and internationally. This system makes trade documents,
including official certificates, available via the internet to facilitate foreign and domestic
trade of US agricultural products,

USDA provides this information as a service to the supply chain. The certificates
available in the repository are provided by a variety of document providers. Some
certificates are provided by USDA, some by programs under USDA certification, and
some from commercial sources that operate independently of USDA. USDA validates
the identity of each document provider and has security controls in place to ensure that
certificate data obtained from docurent providers remains unaltered once it is posted
onto the site. Certificates downloaded from eTDE contain statements reminding users
that certificates printed from the eTDE system are not considered authentic copies, and
that some documents are provided by sources that operate independently of USDA.

In order to access eTDE certificate information you must be registered through the
USDA e-Authentication system.

If you are not a registered user of the eAuthentication system please go to
http://www.eauth.eqov.usda.qov/

If you are a registered user of eAuth System, click here Login to eTDE

Version 1.0.15

USDA Home | Site Map | Policies and Links
| FOIA | Accessibility Statermnent | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

Figure 1
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Users that are not yet registered for eTDE will be taken to the eAuthentication
home page. Follow instructions on this site to register as a Level 2 user if
your company is located in the United States or Canada. Follow Level 1
instructions if your company is located outside of the U.S. or Canada.

Please note that eAuthentication registration does not register you with eTDE.
Registering with eTDE is a separate activity that will follow in Section 1.2.

1.1.1. Level Two Account Registration

1.1.1.1.  Navigate to Level 1 or 2 from the eTDE home page as instructed
in section 1.1 above. Registrants MUST use your personal address
for this initial registration (Figure 2) since your address must match
your ID, which you will present to a USDA Service Center in the next
step. Please note that you must first register as an individual through the
eAuthentication process before you can be associated with your
company in eTDE.
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» What is an account?
b Create an account
b Update your account

Administrator Links

Register for Your Account - Level 2

Form Approved OMB No. 0503-0014

Step 1 of 4 - Level 2 Access Account Registration

USDA customers should complete the information below to create a USDA

b Local Registration
Authority Login eAuthentication account. Please read the eAuthentication Privacy Act Statement and
Public Burden Statement for more information on how your personal information will
be protected.
All required fields are red and marked by an asterisk (i.e. * ). Enter your first and last
name exactly as it appears on your Government issued photo ID (e.g. state driver's
license).
Note: The characters < > A | are not allowed on this form.
User Information ?
Required Field*
First Name* [ f3 ]
Middle Initial fa
Last Name* G
Address* fa
City* fa
State* | Select... ]
Zip/Postal Code* B
Country* | United States .
Contact Information ?
Home Phone fa
Email* G
Confirm Email* B
Login Information ?
User ID* {3
Password* G
Confirm Password* G
Security Information ?
Mother’'s Maiden Name* G
Birth Date* {3
Four Digit PIN* {3
Security Questions ?
Please select and answer four distinct questions from the selections below. This
Figure 2
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1.1.1.2.  Once you have completed the online application for a Level 2
eAuthentication account, you must physically go to a Local Registration
Authority (LRA) (http://offices.sc.egov.usda.gov/locator/app) with a
current State Driver’s License, State Photo ID. US Passport, and/or US
Military ID to complete your registration.

1.1.1.3.  The USDA Service Center will approve your access to the eTDE
system and notify you by email when access is available.

1.1.2. Level One Account Registration
1.1.2.1.  Follow steps in 1.1 above. After following Level 1 registration
instructions on the eAuthentication website, you must send your
username to the System Administrator at etdeadmin@usda.gov.
1.1.2.2.  The System Administrator will approve your access to the eTDE
system and notify you by email when access has been granted.
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1.2. Registering for Access to eTDE
There are three options: (1) Registering yourself and your company if it is
not already registered, (2) registering yourself and associating with your
company if it is already registered (3) registering yourself without
registering your company or associating with a company.

1.2.1. eTDE registration steps if your company is not registered for eTDE
1.2.1.1.  Navigate to the eTDE home page where you will see the eTDE
Welcome Page (figure 1).
1.2.1.2.  Select ‘Login to eTDE’ at the bottom of the page.
1.2.1.3.  You will be taken to the eAuthentication Login page where you
will need to enter your username and password (figure 3).

USDA United States Department of Agriculture
= YSDA eAuthentication

Home : About eAuthentication: Help : Contact Us : Service Centers

| Quick Links
> What is an account?

eAuthentication Login

+ Create an account

User ID: I
P Update your account

Forgot yvour User ID?
Administrator Links

Password: I
r Local Registration

Authority Login Forgot your Password?

Change My Password

Login

What’s New

NEW! Improvements to USDA Employee Registration

e The new registration process provides a faster method of obtaining an
eAuthentication Employee account. Click here for more information!

Self-Service Enhancements

e Improvements to Forgotten Password Reset and Forgotten User ID are now
available. Click here for more information!

Important! Employees and Contractors:

® Please update your business email and phone in your profile. Click here for
additional details.

eAuthentication Home | USDA.gov | Site Map

| Accessibility Statermment | Privacy Policy | Mon-Discrimination Staterment | www.FirstGov.gov

Figure 3
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1.2.1.4.  You will then be taken to the eTDE Registration Page (figure 4).

USDA _
Z United States Department of Agriculture

The avarage American consumes more than & pounds of peanuts and peanut butter products each year

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

eTDE * Request Registration
Pleaze fill in required fields (*)

eTDE User Registration Request

) Wark State [/ * wiark Zip f
" ]
Work City Pravince |:| Pastal Code |:|

r Register Mew Entity and Becorne Entity Adminiztratar

r Entity Information same as Wark Information

eTDE Entity Registration Request

* Entity Marme I:l Comrmadity Type IPEEInL,ItS j

* Entity Street Addr 1 ] Entity Street Addr 2 | |

1 gmes [ iy ]

* Entity Phone I:l Entity Fax l:l Mabile Phone:l

# Entity Country I:l

Cornrnent | |
[ Request Registration ]

USDA Horme | Site Map | Policies and Links
| FOIA | Accessibility Staternent | Privacy Policy | Non-Discrimination Staternent | Information Quality | USA gav | White House

Figure 4

1.2.1.5.  Complete the entire eTDE User Registration section. Users
should list their local place of work information in the top section
and their company information in the lower section.

1.2.1.6.  The first person from each company to register will
automatically become an entity administrator by checking the box
to ‘Register New Entity and Become Entity Administrator’ (figure 4).
Every company (referred to as entity in this system) needs to have
at least one entity administrator (person responsible for managing
the system application for the company). The entity administrator
has the authority to approve new users from their company when
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they register for eTDE. If approved, this will establish a new Entity
to which other individual Users can ‘associate’ (see Administrator
User Guide).

1.2.1.7.  You may also check the box ‘Entity Information Same as Work
Information’ if your demographic information in top section is the
same for your company.

1.2.1.8.  Select ‘Request Registration’

1.2.1.9. Arequestis sent to the System Administrator for approval.

1.2.1.10. When the System Administrator approves the request the new
entity is created and a home page is set up where documents owned
by the entity reside (figure 5). Once documents are entered into
eDocs and have been approved, copies will move to the eTDE
module and this view will be available.

USDA
—;

United States Department of Agriculture

— s
-“_l

© Home } Profle | Reports | Entity Admin : ContactUs : Help : Logout

User:

Type:

Select

o | o o o o R i

Electronic Trade D t Exch

eTDE > Home

Entity Name: BirdsongPeanuts
Commodity

Trade Documents

TestEntAdmin03 TestEntAdmin03

Peanut

Doc;:;;ent Con;;r:::zdity Doulxgient Document Type ci’:ﬁf;::e eTDE Reference Up::aab:ed Assigned ? =
MetaData Almond 20815 Almond_Inspection Almond_INS1 VAH1Lot12001  08/29/2008 YES
MetaData Almond 20821 Almond_aAflatoxin  Almond_AFA45 VAHL 08/29/2008 YES
MetaData Peanut 20852 Blanching Blad VAH1Lot101 08/29/2008 NO
MetaData Peanut 20936 Grade Grad VAH1Lot101 08/239/2008 NO
MetaData Peanut 20942 Motice of Sampling Not4 VAH1Lot101 08/29/2008 NO ?
MetaData Peanut 20948 Transfer Clearance Trad VAH1Lot101 08/29/2008 NO
MetaData Peanut 20954 Quality Quad VAH1Lot101 08/29/2008 NO
MetaData Peanut 21002 EU Aflatoxin EU_4 VAH1Lot101 08/29/2008 NO
MetaData Peanut 21008 US Aflatoxin us_4 VAH1Lot101 08/29/2008 NO -

fMan:ge User Access] [Superseda Document]

Search

By
By Cormmodity Type: All ¥ | By Docurnent ID: [:] DocumentIA” ZI

By eTDE Reference: | [ By Certificate Number :I
By Date Uploaded From: :] To: [:] (use mm/dd/yyyy date format)

Search Documents

Type:

N et *
P Cose READER

Figure 5
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1.2.1.11. While approval is pending, any time you log into eTDE you will
be taken to the Profile Page (figure 6)

USDA _
Zam United States Department of Agriculture

The average American consumas more than 6 pounds of peanuts and peanut butter products sach year

Skip Mavigation

Profle | Reports | ContactUs | Help | Logout

eTRADE DOCUMENT EXCHANGE (eTDE) 5YSTEM

Skip Mavigation
=TDE = Profile

eTDE User Profile

Plzasze fill in required fislds [(*)

*#First Mame testkdp0z #| a3zt Name testdp0z

& )
work State / wiork Zip f 22102.0087

Pravince Postal Code

Ernail abc@noyz, com Alternate Ermail

[ Update Profile ] Cancel

Current Entity Associabon
Current Association:

[ Disassociate ]

Entity Association Request
Request Assaciation [users may associate with only one entity):

wwiark City

*yifark Phane

ll

 UsDA - Gastonia
 JLeek

™ Golden

& Mutco
 snickers
 Ralle

e Mars

e Birdsong

[ Reguest Association ]

[Entlty and External System Registration Requesl]

Note: Access s limibed unti! pour association request andfor antity regiztration request has been approved.

USDA Horme | Site Map | Policies and Links
L | FOLA | Accessibility Statement | Privacy Policy | Non-Discrimination Staternent | Information Quality | USA gov | white House

Figure 6

Please note that if you click ‘Cancel’ and do not complete your registration request,
you will be taken to the eTDE Welcome Page.
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1.2.2. Associate with your company that is already registered

This section provides guidance on associating with an entity (company) once the
entity administrator has established the company in eTDE. Follow these steps if
another user has already registered your company and you want to associate your
registration with your company so that you can have access to documents assigned
to your company.

12

1.2.2.1.  Navigate to the eTDE home page http://www.etde.usda.gov
where you will see the eTDE Welcome Page (figure 1).

1.2.2.2.  Select ‘Login to eTDE’ at the bottom of the page.

1.2.2.3.  You will be taken to the eAuthentication Login page where you
will need to enter your username and password (figure 3).

1.2.2.4.  You will then be taken to the eTDE Registration Page (figure 4).

1.2.2.5.  Complete only the top portion of the registration page (figure 4)
before selecting ‘Request Registration’. Important: Do not select
‘Register New Entity and Become Entity Administrator’ or ‘Entity
Information same as Work Information’ boxes. Do not complete the
bottom portion for Entity Registration Request. Selecting these
would create a new entity and you are wanting to associate with an
existing entity.

1.2.2.6.  Next, you will be taken to the Profile Page (figure 6), select your
company from the list at the bottom of the page and select “Request
Association”. Your profile information should be your local work
place information. Do not select Entity and External System
Registration request because you do not want to create a new
entity.

1.2.2.7.  You will receive an email notification when the Entity
Administrator (first person from your company to register for
eTDE) has approved your eTDE registration request.

1.2.2.8.  You are now an associated user and have access to the eTDE
Home Page and the capability to access documents and certificates
for which your entity is the document Provider, document Owner,
and/or access has been granted by the document Owner.

1.2.3. Register yourself without registering your company and without
associating with a company.

1.2.3.1.  Access will be limited until you associate with a company as
described in the section above. This should be done if you do not
wish to be Entity Administrator and your company is not yet
registered, or if you do not know which company to associate with.

1.2.3.2.  Navigate to http://www.etde.usda.gov where you will see the
eTDE Welcome Page (figure 1).

1.2.3.3.  Select ‘Login to eTDE’ at the bottom of the page.

1.2.3.4.  You will be taken to the eAuthentication Login page where you
will need to enter your username and password (figure 3).
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1.2.3.5.  You will then be taken to the eTDE Registration Page (figure 2).

1.2.3.6. Complete only the top portion of the registration page before
selecting ‘Request Registration. Important: Do not select ‘Register
New Entity and Become Entity Administrator’ or ‘Entity Information
same as Work Information’ boxes. Do not complete the bottom
portion for Entity Registration Request.

1.2.3.7. Next, you will be taken to the Profile Page, complete or change
any User Profile information necessary. Your profile information
should be your local work place information. Do not select Entity
and External System Registration request if you do not want to
create a new entity.

1.2.3.8.  Ifyou log out at this point you will not be registered to a
company.

2. Managing Your User Profile

2.1.Unassociated User Functions
If you have registered for eTDE but have not yet associated with a company
and need to edit your profile, register, and/or associate with a company,
follow the instructions below.

2.1.1. Editing your profile
2.1.1.1.  Navigate to your Profile Page and change information in your
profile as necessary.
2.1.1.2.  Select ‘Update Profile’
2.1.1.3.  When “Transaction Successful” message appears your profile
information has been updated with changes

2.1.2. Registering a company

2.1.2.1.  On the Profile Page select ‘Entity and External System
Registration Request’ (figure 6).

2.1.2.2.  You will be directed to the Entity and External System
Registration page (figure 7). Users that are currently associated
with an Entity will not have the ability to request Entity
Registration. If user is not associated with an Entity, “Register New
External System” checkbox will be “grayed” out.
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USDA _
s Ynited States Department of Agriculture

; . v5e ; wesl] s T . LB =
Skip Mavigation

Profle | Reports | ContactUs : Help : Logout

aTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
eTDE = Profile = Entity & External Systern Registration

Pleasze fill in required Fields (*)

I~ FRegister Mew Entity and become Entity Adrministratar

eTDE Entity Registration Request

*#Entity Marne | | Caomrmadity Type IF‘eanutS j
*Entity Street Addrl [ | Entity Street Addr2 | |
*Entity City | | Prowince Postal Code
HEmtity Country l:l
*Entity Phone | | Entity Fax [ ]
Cormrment |
[ Request Registration ]

USDA Horne | Site Map | Palicies and Links
| FOIA | Accessibility Staternent | Privacy Policy | Mon-Discrimination Statement | Information Quality | USA gow | White Housze

Figure 7

2.1.2.3.  Check the box ‘Register New Entity and Become Entity
Administrator. As Entity Administrator you will have the authority
to approve other users registration and association requests for
your company (see Administrator User Guide).

2.1.2.4. Complete demographic information for your company.

2.1.2.5.  Select ‘Request Registration’.

2.1.2.6.  Entity registration request is sent to Systems Administrator.

2.1.2.7.  You will be notified by email when your request is approved
and the next log in will take you to the Home Page with the
capability to access documents and certificates for which your entity
is the document Provider, document Owner, and/or access has been
granted by the document Owner.
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2.1.3. Associating with a company

2.1.3.1.  Navigate to your Profile Page and select the radio button
corresponding to the company (entity) you wish to associate with
(figure 6).

2.1.3.2.  Submit the request by selecting ‘Request Association’.

2.1.3.3. The Entity Association request is sent to the Entity
Administrator.

2.1.3.4.  Once the Entity Administrator has approved the request you
will receive an email notification. The next time you log in you will
be taken to your Home Page and have access to documents and
certificates for which your entity is the document Provider,
document Owner, and/or access has been granted by the document
Owner.

2.2.Associated User Functions
Associated user functions include disassociating with a company, registering
an external system, or requesting entity administrator registration.

2.2.1. Disassociating with a company

2.2.1.1.  You may wish to disassociate with a company if, for example,
you leave the company and/or change to another company*.

2.2.1.2.  Onyour profile page select ‘Disassocate’.

2.2.1.3. Then select ‘Request Disassociation’.

2.2.1.4.  Once the “Transaction Successful” message appears you will no
longer be associated with that Entity. A Disassociation notification
is sent to the Entity Administrator.

* Note: if you are the Entity Administrator and are leaving the company,

you should have another employee request to be the Entity Administrator

before you disassociate.

2.2.2. Registering external system

2.2.2.1.  External System registration is only needed if your company
plans to automate transfer of documents. For exporters requesting
certificates through eDocs, this section is not applicable.

2.2.2.2.  Onyour profile page select ‘Entity and External System
Registration Request’ button.

2.2.2.3.  Youwill be taken to eTDE Entity and External Registration
Request Page (figure 8)
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USDA _
am Ynited States Department of Agriculture

USDA leads the Federal anti-hungar affort with the Food Stamp, School Lunch, School Breakfast, and the WIC Programs

| —

: Profile :
eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

Mawvigation

Reports | ContactUs | Help | Logout

aTDE = Profile = Entity & External Systern Registration

Please fill in reguired Fields (*)

I_ Register Mew External Spstern

eTDE External System Registration Request

*External Systern Mames | |

External System Description | |

External System Cwner | |

Cornrent | |

[ Request Registration ]

UsDA Home | Site Map | Policies and Links
‘ | FOIA | Accessibility Staternent | Privacy Paolicy | Mon-Discrimination Statermnent | Information Quality | USA gov | White House

Figure 8
2.2.2.4.  Select ‘Register New External System’ and complete
demographic information
2.2.2.5. Select ‘Request New External System’
2.2.2.6. Request is sent to the Entity Administrator for approval.

2.2.3. Requesting Entity Administrator registration

2.2.3.1. Anassociated user will have the ability to request Entity
Administrator registration

2.2.3.2. Ifthe user has been deactivated as an Entity Administrator for
their associated Entity, the user will not be able to submit another
request.

2.2.3.3.  Onyour profile page select ‘Administrator Registration Request’
(Figure 9)
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Associated User Profile Page

USDA _
a United States Department of Agriculture

The average American consumeas more than & pounds of peanuts and peanut butter products each year
S T

Mavigation

Profile Contact Us

Reports

Help

eTRADE DOCUMENT EXCHANGE (eTDE) 5YSTEM

Skip Mavigation
=TDE = Profile

eTDE User Profile

Please fill in required fields (*)

*First Mame

[Testtdp03
#Wark Marme |Birdsnng

Fah vk Countrl,'|U5.C\

*Last Marme

i ark Street Addrl
wiark Street Addrz
wiark State [/

[Testtdp03 |

|555555555555555555555554

*ark Zip S

*#work city  [Falls Church ok St ok on [z2102-3333 |
#york Phone |5 | wiark fax l:l Mabile Phone | |
* Primar .
Ernail ¢ |etdetestuser@yahon.co| Alternate Email | |
(__Update rotie__)
Current Entity Association
Current Association:
| Birdsong
[Enllty and External System Registration Request] [ Administrator Registration Request ]

MNota: dccess is Nmited until your association request anddor anbity registration request has bean aporoved.

USDA Home | Site Map | Policies and Links
k | FOIA | Accessibility Staternent | Privacy Policy | Mon-Discrimination Statement | Inforrnation Quality | USA.gov | White Housze

Figure 9
2.2.3.4.  You will be taken to the Administrator Registration Request
Page (figure 10)
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USDA

== United States Department of Agriculture

USDA helps ensure ope

n markets for U.S. agricultural products and provides food aid to needy people overseas
=
Vo

Home : Profile | Reports | Entity Admin : ContactUs : Help :

eTrade D h (eTDE) Sy

eTDE > Profile > Administrator Registration Request

QO Reguest to be an Entity Administrator

Current Entity Association

HEnmy1 Name. Stree1. Stree2. Phone

O Request to be a System Administrator

Request Registration

USDA Home | Site Map | Policies and Links
| FOIA | Accessibility Statement | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

Figure 10

2.2.3.,5. Select ‘Request to be an Entity Administrator’ radio button. Do
not select ‘Request to be a System Administrator’. This is reserved
for USDA personnel only.

2.2.3.6.  Select ‘Request Registration’

2.2.3.7.  Entity Administrator request is sent to the System
Administrator for approval.

2.2.3.8. Toberemoved as Entity Administrator please send a request to
the System Administrator at eTDEAdmin@usda.gov

2.2.3.9. The System Administrator may also be contacted to inactivate
an employee who has left their company.

2.2.3.10. When an employee who is the only Entity Administrator leaves

a company, another employee should request to be an Entity
Administrator.
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3. Using eTDE System after you are registered and associated

All documents created in eDocs or through OCR flow to eTDE. The Home Page (figure
11) will list the user’s first name, last name, and commodity type at the top of the
page. The trade documents section lists all accessible certificates uploaded in the
past 7 days. The trade documents are displayed by commodity type, document L.D.,
document type, eTDE reference, certificate number, date uploaded and assignment
status.

3.1. Accessing certificate metadata (certificate descriptive information)
3.1.1. Select ‘Metadata’ under Document Info column for the document you
are interested in.

USDA :
= United States Department of Agriculture

© Home ! Profle | Reports | Entity Admin : ContactUs : Help | Logout

Electronic Trade Document Exchange System

eTDE > Home

User: TestEntAdmin03 TestEntAdmind3
Entity Name: BirdsongPeanuts

Commodity Peanut

Type:

Trade Documents

Select Doct:‘ment Corr_;:‘;oedity Doclillr)nent Document Type Ci:t:;::e eTDE Reference Upﬁ)aatcleed Assigned ? =
- MetaData Almond 20815 Almond_Inspection Almond_INS1 VAH1lLot12001 08/29/2008 YES
I_ MetaData Almond 20821 Almond_aAflatoxin  Almond_AFA4S5 VAHL 08/29/2008 YES
- MetaData Peanut 20852 Blanching Blad VAH1Lot101 08/29/2008 NO I
I_ MetaData Peanut 20936 Grade Grad VAH1Lot101 08/29/2008 NO
- MetaData Peanut 20942 MNotice of Sampling Mot4 VAH1Lot101 08/29/2008 NO ’
- MetaData Peanut 20948 Transfer Clearance Trad VAH1Lot101 0s8/29/2008 NO
- MetaData Peanut 20954 Quality Quad VAH1Lot101 08/29/2008 NO
I_ MetaData Peanut 21002 EU Aflatoxin EU_4 VAH1Lot101 08/29/2008 NO
- MetaData Peanut 21008 US Aflatoxin us_4 VAH1Lot101 08/29/2008 NO E
fManage User Access] [Supersede Document]
Search
By Commodity Type: All w| By Docurment ID: l:] DocumentlAII :l
Type:

By eTDE Reference: | I By Certificate Number :I
By Date Uploaded From: 1 Tor [ ] (use mm/ddivyyy date format)

Search Documents
i : 2
Get
ADOBE* READER*

USDA Home | Site Map | Policies and Links
‘ | FOIA | Accessibility Staternent | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

Figure 11.
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3.1.2. The following information will be displayed for the certificate:
Document Owner, Document Provider, Product, Document ID. External
System, Document Type, Certificate Number, document Status,
Certificate Number Superceding, Certificate Number Superceded, eTDE
Reference, Date Issued, Date Uploaded. Document Access info: User First
Name, User Last Name, Entity Name (for which the User is associated),
Date, and Timestamp.

3.2.Viewing certificates
3.2.1. Select the Document ID number of the certificate you would like to
view.
3.2.2. A pdf of this certificate will be displayed.
3.2.3. Closing the document will take you back to the Home Page

3.3. Managing user access to eTDE documents
Documents uploaded to eTDE to eDocs will automatically be assigned to the port of
entry as long as the port is registered in eTDE. This section explains how to assign
access to documents in eTDE to other parties, such as freight forwarders, domestic
exporters on whose behalf a manufacturer requested a certificate, and foreign
importers.

3.3.1. Unassigned Documents

3.3.1.1.  Only trade document owners will have the ability to manage
access to trade documents

3.3.1.2.  On the Home Page (figure 11) select the checkbox of the trade
document(s) to be assigned shared ownership and/or access.
Shared Ownership means that the entity you select will have the
ability to assign access to the document. Selecting Access will only
allow entity to view the document.

3.3.1.3.  You will be directed to the Manage User Access page (figure 12)
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USDA ) )
= United States Department of Agriculture

! Profile ! Reports ! Entity Admin ! ContactUs ! Help Logout
ic Trade h
=TDE > Horme > Manage User Access
Manage o U d D
— MetaData Dairy 20870 [Dairy_Bill_Of Lading Dairy_BOLA wAHlLotizo001 [os/zs/zoosa|
— MetabData Pistachic 20972 Pistachio_Control_Grading Pi_coca wAHlLot12001 0S/29/2008
I rMetaData zosso hic_Fu-12S Pi_Fua AHlLot12001 0s/29/2008
I mMetaData zosaz Al nd_shipper_EXP_Declaration Almond_SED4 wAH1lLotl2001 0S/29/2008
I mMetaData 20895 Dairy_Cert_Of_Analysis Dairy_Cer_Anad4 WAHlLot12001 O0S/29/2003
— MetaData 20996 |Pistachio_Phytosanitary Pi_Phya VAHLLOt12001 0S/29/200 =
<1 >
[ select Aanl_ ] [Deselect Anl )
Share Document Ownership Manage Document Access
I Aassigan # Unassian Almond I Assigan # Unassian Aalmond
I assigan # Unassi an BirdsongPeanuts I Assian # Unassi an BirdsongPeanuts
I assign 7 Unassian ConAgra
I assign 7 Unassiagn Dairy an Dairy
I assign 7 Unassian FSIS I assian # Unassign FSIS
I assign # Unassian JLA I assign 7/ Unassign JLa
I assign 7 Unassi an Mckercher I assign 7 Unassi an Mckercher
I assign / Unassian Port Authority I assign / Unassign Port Authority
I Assian # Unassign The Entity Returns I Assign # Unassign The Entity Returns
I assign 7 Unassian USDA I Assign # Unassi an UsSDA

Select All Deselect All

Select All Deselect All

sign ConAgra

[ submit 1 cancel )
Manage Assigned Document
Document it Teme PDPocumen * Certificate Date .
select DO Commo dity Type 1o Documen t Type e eTDE Reference 300, Assion
« MetaData Almond 20215 Almond_Inspection Alrmmond_INS1 VAHlLot12001 os8/29/2008 YES

Share Document Ownearship Manage Document Access

I Assign # Unassian Almeond I Assign # Unassian Almond

I assign 7 Unassian BirdsongPeanuts I Assign # Unassign BirdsongPeanuts

I assign 7 Unassiagn Blanchers I Assign / Unassiagn Blanchers

ian ConAgra

ian Dairy

n FSIS

LTI
an Mckarcher an Mckercher

an
an Port Authority I assign # Unassian Port Authority

an The Entity Returns

Deselect All

I assign # Unassian The Entity Returns

I assign # Unsssign USDA
Select All

I Assign # Unassign USDA

Select All Deselect All

Search Assign

ey
By Cormmodity Tupe: |All ~| ey bocurmment 1D Cocurmnent[All ~1
Type
By eTOE Raferance s ] By Certificate Number [ ]
By Date Uploadad From: 1 To: [ ] (use mmiddivyyy date format)
Search Documents
USDA Home | Site Map | Policies and Links
B | FOIA | Accessibility Staterment | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gow | White House

Figure 12

3.3.1.4. The trade document(s) selected from the Home Page will
appear in the Manage Access for Trade Document Section of the
Manage User Access to Trade Documents page, along with all other
accessible documents associated with the eTDE Reference

3.3.1.5. The Manage Access to Trade Documents section lists the trade
document selected from the Home Page along with all other
accessible documents associated with the eTDE Reference. The
trade document(s) is displayed by commodity type, document I.D.,
document type, eTDE Reference, certificate number, and date
uploaded.
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3.3.1.6.  Select the document(s) in the Manage Unassigned Documents
section in order to manage access to documents that have not
previously been assigned. Select ‘Select All’ to manage all
documents in the list at once to the same entity. Use the ‘Deselect
All’ to remove the all selection if necessary.

3.3.1.7.  Select the checkbox of the desired Entity(s) in the Manage
Document Ownership section to share ownership of the
document(s).

3.3.1.8.  Select the checkbox of the desired Entity(s) in the Manage
Document Access section to allow access only.

3.3.1.9.  Select the ‘Submit’ button to complete assignment.

3.3.1.10. Select the ‘Cancel’ button to be taken back to the Home Page.

3.3.2. Assigned Documents
Note: Only trade document owners will have the ability to manage access to trade
documents. NOTE: If the port was automatically assigned when the certificate was
uploaded to eTDE from eDocs, any changes to the port must be done through a
certificate amendment. Owners cannot change the assignment to the port of entry
through the steps outlined in this section.
3.3.2.1.  Onthe Home Page (figure 11) select the checkbox of the trade
document(s) to be assigned shared ownership and/or access.
3.3.2.2.  You will be directed to the Manage User Access page (figure 12).
3.3.2.3. The trade document(s) selected from the Home Page will
appear in the Manage Access for Trade Document Section of the
Manage User Access to Trade Documents page, along with all other
accessible documents associated with the eTDE Reference.
3.3.2.4. The Manage Access to Trade Documents section lists the trade
document selected from the Home Page along with all other
accessible documents associated with the eTDE Reference. The
trade document(s) is displayed by commodity type, document I.D.,
document type, eTDE Reference, certificate number, and date
uploaded.
3.3.2.5.  Select document(s) in the Manage Assigned Document section
in order to manage documents previously assigned.
3.3.2.6.  Select the checkbox of the desired Entity(s) in the Manage
Document Ownership section to share ownership of the
document(s).
3.3.2.7.  Select the checkbox of the desired Entity(s) in the Manage
Document Access section to allow access only.
3.3.2.8.  ‘Select All’ and ‘Deselect All’ buttons are available in these
sections.
3.3.2.9.  Select the ‘Submit’ button to complete assignment.
3.3.2.10. Select the ‘Cancel’ button to be taken back to the Home Page.
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4. eTDE Reports

USDA )
== United States Department of Agriculture

¢ Profile : : Entity Admin : ContactUs :

eTrade Document Exchange (eTDE) System

eTDE > Reports
eTDE Reports

2TDE User Report
=TDE Entity User Report

USDA Home | Site Map | Policies and Links
| FOIA | Accessibility Statement | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

Figure 13

4.1.Reports

4.1.1. Report Types

4.1.1.1.  Selecting ‘Reports’ on the menu bar takes you to the Reports
Page where six different types of reports are available depending on
your status. All reports may not be available.

4.1.1.2.  eTDE User Report displays a list of Trade Document Users with
access and entity association within the eTDE system. The System
Administrator has the capability to filter by Last Name and First
Name. Primary user is System Administrator

4.1.1.3. eTDE Entity Users report will allow the Entity Administrator to
view a report on all Users associated with their Entity. The Entity
administrator will have the ability to filter by associated users Last
Name and First Name. Primary user is Entity Administrator.

4.1.1.4. Non-Affiliated eTDE Report will allow the eTDE System
Administrator to view information on all users who have not been
associated with an entity, including their expiration date should
they not associate with an entity. The System Administrator has the
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ability to filter by Last Name, First Name, and Activation Expiration
Date. Primary user is System Administrator.

4.1.1.5. eTDE Entities with Access Report allows the Trade Document
Owners to view information on all entities that have access to the
Trade Document Owner’s data and which documents those entities
have access to. The Owner will have the ability to filter by Date
Uploaded From and To. Primary users are Entity Administrator and
Trade Document Owner.

4.1.1.6.  Entities with No Access Report allows the eTDE System
Administrator to view information on all the entities that have not
been given access to any entity data. The System Administrator has
the capability to filter by Entity Name and Entity Activated Date.

4.1.1.7. Trade Document Owner Report allows the Trade Document
User to view information on who has given access permissions to
the Trade Documents. The user will have the ability to filter by
Owner Name, Date Uploaded From and To.
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