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1. Overview

The eTrade Document Exchange (€TDE) System supports the trade of agricultural commodities
domestically and internationally. Phase 1 of the eTDE project shall support the peanut industry and
provide scalability to support other agricultural commodities in future phases (e.g. almonds,
pistachios, eggs, milk, etc). This system shall help industry stakeholders better manage information
and trade documents associated with every day operations. The system will reside on United States
Department of Agriculture (USDA), Agricultural Marketing Service (AMS) servers and will comply
with all US government and USDA-AMS technical and security requirements. 2020 Company, LL.C
shall work collaboratively with USDA and other industry experts to meet internal stakeholder goals
and objectives.

2. Purpose

The purpose of the eTDE User Guide is to provide a reusable format to support training protocol
for current and future users of the €TDE system. The ¢TDE User Guide will describe both
graphically and textually, how users will interact with the €TDE system to access critical trade
documents and certificates used in everyday operations.

3. Content Management System

The ¢TDE System is designed to be a web-based Content Management System (CMS). A CMS can
be defined as a computer system used to organize, control, and share specific content (e.g.
documents and data). To support the trade of US agricultural products, the e TDE System will
provide end-users with the capability to organize, control, and share electronic documents and data
that otherwise might only be distributed using hard-copy materials and/or impractical electronic
processing.

4. Integrating External Systems with eTDE

The content to be managed by the eTDE system is created externally. In order for eTDE to
manage the content, it must be provided to the eTDE system by an external system. External
systems will need to be integrated with the eTDE system to allow the electronic content to be
exchanged. Content for the eTDE system can be imported and exported using machine-to-machine
interfaces with external systems. Such interfaces with the eTDE system do not require a specific
platform, but do require that certain standards are met.

4.1 eTDE Integration Standards

To facilitate the import and export processes, standardized methods must be implemented
to ensure the integrity of the content and to minimize content handling errors. The eTDE

2020 Company, LLC 1 eTDE Application User Guide Baseline v1.3
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system requires that external system interfaces conform to specific standards to maintain the
integrity of the overall system. The following standards apply:

4.1.1 Generating PDF Files as PDF Forms

The ¢TDE System requires that external systems generate PDF files as PDF Fors.
A PDF Form is an open file format that is used to create files containing text, fonts,
images, and two- or three-dimensional vector graphics. Data fields can be created
manually or programmatically using the ETDE Toolkit. The data fields can then be
populated with data using AMS’s ETDE Toolkit. External systems can generate
multiple PDF files using a common form. The eTDE System has the capability to
receive multiple documents that are created using a common PDF Forn. The e TDE
System also has the capability to extract specific data fields from the PDF Forns and
to store them in a tabular format in a database. A PDF Forz will maintain the
integtity of the appearance of a document being imported/exported while also
providing a secure method of transporting and sharing data.

4.1.2 Importing PDF Files into eTDE via Secure File Transfer
Protocol (SFTP-SSH)

To import PDF files to the eTDE System, external systems will FTP batches of PDF
files to the eTDE FTP Server hosted by USDA AMS on a scheduled basis. This is
done using SFTP-SSH to ensure the security of each batch of files being transmitted.
Each external system will FTP batches of PDF files to a directory folder on the FTP
Server which is specifically designated to that external system and entity. The eTDE
System utilizes the Ipswich WS_FTP COTS product. .

4.1.3 Exporting PDF Files from eTDE via Secure File
Transfer Protocol (SFTP-SSH)

The ¢TDE System exports PDF form files on a scheduled basis. The default
schedule will be four times a day at 9:00 AM, 12:00 P.M., 3:00 P.M. and 6:00 P.M.
(all EST time). The Export process involves a copy of proper PDF files from the
e¢TDE Import directory to the e TDE Export directory, and update of certain
metadata fields within the exported PDF form file. Folders of registered entities are
access controlled based on secutity role and/or access rights granted in ¢ TDE.

2020 Company, LLC 2 eTDE Application User Guide Baseline v1.3
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4.2

Creating PDF Forms Using Adobe Acrobat Professional

Creating a PDF Form Using an Existing Document or Creating a PDF Form
Using a Custom Solution. External systems will need to create a PDF Form for
each document type. PDF Forw creation may be performed using Adobe Acrobat
Professional, Version 6.0 or later. A PDF Formw can be created using an existing file
as a template or may be customized using AMS’s ETDE Toolkit. Neither method
will automatically render an “accessible” PDF Form. See Section 4.6 for information
on making PDF Forms accessible (i.e. Section 508-compliant). Using one or both of
these methods, database table fields from an external system can be mapped to PDF
Form tields using ETDE Toolkit. PDF Form fields should be named in accordance
with industry-defined standards to simplify the mapping between external system
databases (i.e. document providers and end-users). Industry-defined standard data
tields can be found in Appendix C.

Note: The ¢TDE system only utilizes a subset of the industry-defined standard fields
that are transmitted with each document (see Appendix B for a list of e TDE-specific
tields). This subset is used internally to the e TDE system to uniquely identify
documents as well as for managing, querying, and displaying documents via the
Graphical User Interface (GUI).

Populating PDF Forms with Data (Create Trade Document). Once a PDF
Form has been created with properly named fields, data can then be populated from
an external system’s database to the PDF Form. Once the PDF Form is populated
with external system data, it can be sent (exported) to the eTDE system in a batch
file with other PDF Fomus via Secure File Transfer Protocol (SFTP). The ¢eTDE
system will also have the capability to export batch files to the FTP server at
scheduled intervals so that external systems can retrieve PDF Forms and/or PDF
Form fields.

Reading a PDF Form and Writing Data to a2 Database: The ¢TDE system will
retrieve batch files from the FTP server at scheduled intervals and will import the
PDEF Form and PDF Formn fields from external systems. Similarly to e TDE, external
systems can import PDF Forms and PDF Form tields. PDF Form fields from the
¢TDE system can be mapped to database table fields of an external system. PDF
Form fields from the eTDE system will be passed on exactly as they were originally
provided by the source system. The PDF Form fields should be named in accordance
with industry-defined standards to simplify the mapping between PDF Forms trom
the eTDE system and external system databases.
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42.1 Getting Started with Adobe Acrobat 3D (Adobe Acrobat
7 Professional)

Adobe Acrobat’ 3p

Version 7.0.7

e,

Copyright 1954-2006 &dobe Systems Incorporated and its licensars, All rights reserved.

Y

[ Patent and Legal Motices ] [ Credits 1159-1492-6572-3609-9051  Adobe

Getting started with Adobe Acrobat 3D

Adobe Acrobat 3D utilizes the same Acrobat version as Adobe Acrobat 7
Professional only there is added functionality for 3D vector graphics. Adobe
Acrobat 6 Professional and later versions have the capability to create PDF

Forms.
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4.2.2 Creating a PDF Form Using an Existing PDF File

E?‘;a S B e | e nF - [ Conment Merp v o Send i Reiew + S senre v FSinr SiFoms +

| Dowe @& ] 1 o1 O[] 8100 w]j@m-
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2L Protetype
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[CaPrctoeype - Quakty Sample |
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|C)retrirints fcrobot?

[ Eorwakt_TOF teyatin 0.1 pF

[Ei vt £TOE Ineration ¥0.2.1.08

% Drdl_eTOE Mol 10,3400

[ sty Sonpls Word2P0F pif
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Create a PDF Form using an existing document (File = Open)

A PDF Form can be created using an existing electronic document as a template.
Open an existing PDF file to begin creating a PDF Form.
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4.2.3 Create a PDF Form Using Adobe Acrobat 3D’s
Advanced Editing Tool

12 Adobe
-

Acrobat 30 - [Qualily Sample POF pdf]

fa

-1
L4}

seare s fome gmmv

3 v‘s A :ﬁ' ‘9" ﬂ__ ﬂm "'.jumuarv ammxmgmnmv
______ =

B yr. @ren-

November 30. 2006
—) g rEE0Oy LETTER REPORT # BLA-1X1-05

APPLICANT
P.0. Box 000 Anywhere Rd.
Anytown, VA 22042

i todei Tres f Pages [ Sigratures | Bockmarks

The analysis (es) of the following UNOFFICIAL SAMPLE(S) of PEANUTS
that you submutted have been completed. The product was identified and analyzed as shown

atachreds

below.
£
£
8 SAMPLE NO. AFLATOXIN (ppb)
1 8
— al = g
g - ! 1ol - B+ "]

{7 ol - ko Mirs,.. | B CGwirrlmercan ) 1oC 0RATT bl .. | ol Quakty_Somple PO,

Create a PDF Form using Adobe Acrobat 3D’s Advanced Editing Feature
(Tools = Advanced Editing)

An existing PDF file can be opened in Adobe Acrobat 3D and can then be
manipulated using the Advanced Editing tool. Use the Forms tool under the
Advanced Editing menu to begin creating a PDF Form (Tools = Advanced Editing
- Forms).
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4.2.4 Creating Fields on a PDF Form Using the Forms
Toolbar

8 Adobe Acrobat 30 - [Quality_Sample_PDF.pdf]
EWE‘IMMMTMMMM =2
YR ESE S A P T ooror S ot g g Sod e - Pseore s Hsipe Sroms e

O Dowt i [Q- [ Js[@mn -0 Bl ivr @e-

NovemBE=, 2006
LFTTER RFPORT # BLA-I1X1-03

[ wcdei ree i Pages | Sansiures || bookmarks |

“Gererd | Appeceance | Optons | Acions | Format | Vakdae | Caote
APPLICANT
elssued h
P.0. Box 000 Anywhere Rd. 5 lbd
Anylown, VA 22042 L
Common Properties
. tombei (Wt ¥ Clheadony
E! The analysis (f_:s) of the following UNOFH | 0 75 e [hsgied
i that you submitted have been completed. | 10wn
& below.
Z' ow o
:
5
W SAMPLE NO. AFLATOXIN (ppb)
l 8
Ll ] ¥
a3 ; L o

dstart. CFB T 7 (B vbe-Mooadtone . | [/ G- oboe-Memne. | BB £ Vi evervn CY oMo SRAFT Ik .. @

Creating fields on a PDF Form using the Forms Toolbar (Tools = Advanced
Editing = Forms)

Select the “Text” tool from the Forms Toolbar and drag/drop onto the PDF file to
create a PDF Form tield. Once a field is placed on the PDF file, it becomes a PDF
Form. Use the Text Field Properties window to designate the field name to match
the industry-defined standard field names.

2020 Company, LLC 7 eTDE Application User Guide Baseline v1.3



<

2020 COMPANY, LLC

WoeErE INsicHT MeFTe TECHNOI OGY

4.25 Save a PDF File as a PDF Form

12 Adahe Acrahat 40 - [(uality_Sample_PO.pdi]

2 H GG O Woewen T cetoror - 5 comment Mg - it SsodtorReverr = Dceere - Moo - = Foma -

& Do @& | L[15]0 - 0 (B ] @e

__ Thic donsment cokins nberacive form ke, . —.DWM
> ()Digtdl Sgnatures L samplesnatures pf
ME2E Prototype
MyRecert  CIFID

Documents | “yprototype - Mied Pearuts Grade Sangie |
=y [CPrototype - Quaty Sanple |
Dfvctotpe: Qualty Sanle 2
Deso _Emm_nu@?

. Dealt_TOF _lnteration_ wil. .o

" Cratt_eTOE _Inksgration v0.2.1 pek
[Elraft eive integaon v, 5.00

[ made Tree ff Pages I Signatures | Bookmarks

% Qually Sangde WordZF0F ol
My Documents. - - :
i APPLICANT | R
Eosky fompf
P.0. Box 000 Anywhere Rd. d il {0 ity S 07
Anytown, VA 22042 Gl 3
5 Fie rame | I_ﬂm ]
E Myl Saveastpe | Adobe FUF Hes o) v Lo |
. The analysis (es) of the follow B
B that you submitted have been mem.—rnrpmmmmmwn
§ below.
SAMPLE NO. AFLATOXIN (ppb) A

1 I L 4_15‘__- M| QO L

[ (] (" Gmal-Inbox-Mic... | I COGwnnlAmenica, C) £70€ DRAFT Inki... o Cus  p B Microsoit Exesi - ..
[}

Save a PDF file as a PDF Form

Once fields have been created on a PDF file, it becomes a PDF Form. A message is
displayed to indicate that the document contains interactive form fields. There is an
option to highlight all fields on the PDF Form. This view does not highlight the
fields.
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4.2.6 Option to Highlight PDF Form Fields

@ Adobe Acrobat 30 - [Quality Semple PO Form.pdf]
T A Bt Vew Doomenc Conments Took Advaned Widow Hep -8

2 B oSS @ Poern T oesenr o 5 conmentabiang v 4 Svrieew v+ Pisecre s Mone Sroms

@ Domm i (& Li[rs]e (5 @ 2w Q-

— P ek

rErTrErl [ == ¢
[ETTER REPORT 3 ommm | €——

The analysis (es) of the [ollowing UNOFFICIAL SAMPLE(S) of PEANUTS
that you submitted have been completed. The product was identified and analyzed as shown
below.

SAMPLE NO. AFLATOXIN (ppb)
RLI e e s

FBE " Bvbo-boodt.. |/ me-Tbo-Me.. | B Clionmlmencs.. | T oTOEDRAFT bl g o

1

Option to highlight PDF Form fields

Fields on the PDF Form may be highlighted by selecting the “Highlight fields”
checkbox in the upper right-hand corner of the page. Once selected, the fields on
the PDF Form are highlighted.
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4.3 Creating a PDF Form Using a Custom Solution

The ¢TDE Toolkit is the standard software that will be used to generate the
documents and populate them with data. Document generation must be done using
eTDE Toolkit.

2020 Company, LLC 10 eTDE Application User Guide Baseline v1.3
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4.4 Reading Data from a PDF Form and Writing to a Database

4.4.1 Pre-Requisites for Reading Data from a PDF Form and
Writing to a Database

B Quality PDF2DB. js - Notepad

File Edit Format Wiew Hel

[ -
£/ PDF Trade Document created, now write data to s0L Server tabhle. *'

?? 2020LLC, Mark wiseman 2,/13./2007

S Pre-requisites: This script reguires actiwvePDF Professional wd Tibrary.

i Adobe acrobat reader (free) or similar software is needed to view PDF.

s mo other coTs software is needed. However, adobe acrobat

s professional s recommended to inspect and render poF files. ‘_
£ This script s writrten in sun Javascript so as to be compatible for

AT use with adobe acrobat spk which can provide additional functionality

s such as setting tags, which activerDF cannot do alone.

s Mote most browsers support most 1script .MET features,

i but the new features tﬁat target the .MET Framework,

i class-based objects, data types, enumerations,

i conditional compilation directives, and the

f,;f,; const statement, are supported only on the server-side.

A4 Purpose: rReads a poF form with properly named fields and writes ‘-—
A4 the data to eTpE database table thlpocmaster.

A

A7 Input Tiles: "quality_form. pdf"

//’//’ output Tiles: none.

/¢ eTDE Required PDF Fields: *—-

S 1. appbocument_ID_Internal eTDE unigue record identifier.

i 2. appProduct Commodity e. Peanuts, Milk, etc.
s 3. appDocument_Type certificate type, je. quality, Grade, etc.
A 4. apppbocument_Provider

A 5. apphocument _owner

A 6. appbocument_ID_Externalsystem

s 7. appcertificate_number

i 8. appETCE_Reference

A 9. appETCDE_Comment eTDE description & reason for supersede.
v 10, appbocument_Status

s 11. appCertificate_sSuperseded

S 12.appCertificate_superseding

A 13.appbate_Issued

s 14.apppate_uploaded FTP upload/import date

A 15. appbocument _PDF_path FQFM path to original porF file.

A Al11 other fields are for the benefit of External Systems only and

i not used by eTCE.

I

I

7

I

S activePDF Javascript creates a PDF form with properly tagged fields for eTDE database.
A RHUSER WARSWWR
war strrath;

var jsuothing = null; S/ cetmothingCl;
var adaffectCurrent i

wvar adaffectcroup
var adaffectall = 3;

< »

Pre-requisites for reading data from a PDF Form and Writing to a Database

2020 Company, LLC 11 eTDE Application User Guide Baseline v1.3
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4.4.2 Defining Variable and Database Connection String

7

A4 activePDF Javascript creates a PDF form with properly tagged fields for eTDE database. "—'
A HHRUSER WARSHWR

var strrath;

var jsuothing = null; // Getnothing;
var adaffectlurrent =

var adaffectGroup = 2; //

wvar adaffectall = 3; [/

war adAFFectChapters =d; /S

var adopenstatic = 3;

var adLockoptimistic = 3;

var aduseclient = 3;

war strret = "";

war varInputF11e = "guality_form. pdf";

I

S WHESET|pwWw W

objshell = new Activexobject("wsScript.shell's;

ob]Tk = new activerobject("aPToolkit.object"); ‘__
}§Et = objTK.openInputFi1e(var1nputFi1e%;

I

4+ Database connection string:

A4 Data sgurces DELL4400NNETDE; UID=5a; PwD=

warbsh = PROVIDER SOLOLEDE; Integrated SECUF1ty—SSPI
warDsSN += "Initial Catalog=ETRADE;

FArarbsl += "SERVER= DELL4400 g // 1Dca1hust

£/warDsH += "DATABASE=eTDE;

VArDsh += Data Sources= DELL&&OO\\ETDE

SAvarpsy += "Extended properties='user Instance:true';”,
;;FDSN += "Persist security Info=True"

DbjFﬂeSystem = new activexobject("scriptin F'l'leSystemOh]ect B
strrath objFilesystem. GetAhsm1utePathName g

strrath += "\\" + wvarInputrFile
3?]She11 popup("Input file="

+ strpath + "SFDSH=" + varDsN)

objconnaction = new activexobject("apoDe.connection”);
objrecordset = new Actﬁvexobject(“ADODB.Recordset“);
objConnection. openfvarbsul; /¢ "DSHN=" +
S/Bbjconnection. opentvarDsN, strUserdame, strPassword);
A7objrecordset.cursorLocation = adusecClient;
s DELL4400\ETDE\Datahases\eTDE\Tab1es\dbu thlpocmaster
objrecordset.open("seELECT * FRoM [eTDE]. [dbo]. [thloocmaster]”
objconnection, adopenstatic, adilockoptimistic);
ohjshell, popupC’ "Connected to database. 1,
eTDE data import frum PODF To database -
AF/ob]TE. *MLSetFormFieldbatad " data.xml1",0,1,"."); // »ML data from PDF form.

/7 a1 Fields.

Defining variables and connecting to a database
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4.4.3 Mapping PDF Form Fields to Database Table Fields (eTDE
Required Fields)

B Quality_PDF2DB.js - Notepad

File Edit Faormat View Help

174 ) R
F2oall Fields.
objRecordset. addhew;

S/ MAP FORM FIELD MAMES TO DATABASE TABELE FIELD MAMES. *—
A/objrecordset. RecordCount + 1

A7 NOTE: appbocument_ID_Internal is an identity field in eTDE tahkle.
£ Thus, dt is not written

L
strrRet = objTK.GetFormFieldDbataByName"appProduct ),
if (strret == "") {BadPDF{varInputrFile, P‘apppmduct");}‘-‘
fobjrecordset.Fields ("appProduct").value = strret;

strrRet = ohjTk,GetFormFieldbataByName("appbocumant_Typea")
if (strret == "") {BadPDF({varInputrile, 'ap?DDCumEnt_TypE");}
{objrecordset.Fields ("appbocument_Type").value = strRet;}

STrret = UbjTK.GetFUrmFie1dDataByName(“appDDcument,PrUvider");
if (strrRet == ""] {BadPDF(warInputFile, "appbocument_Provider™);:}
{objrecordset.Fields ("apppocument_Provider").value = strret; }

strret = objTk,GetrormEieldbataByNamar” appDOocUmant_ownar "1 ;

if (strret == ""] {BadPDF(varInputFile, “appbocument_owner");
{objrecordser.Fields("appoocument_owner ). value = strret;}

res

STrRet = DthK.GEtFDFmFiE1dDataByName("appDDCumEnt_ID_ExternaTsttem”);

if (strret == "") {BadPCF{warInputFile, "appbocument_ID_ExternalSystem');}
{objrecordset.Fields("appoocument_ID_Externalsystem”).value = strRrRet; }

Vs

STrRet = DthK.GetFDrmFiE1dDataByName(“appCertiFicate_Numher"j;

if (strret == "") {BadPDF({varInputFile, "appCertificate_mumher");}
{objrecordset.Fields("appCertificate_number").value = strRet;}

o

STrRet = objTK.GetFormFiE1dDataByName(“appETDE_ReFerence");
if (strret == ""J {BadPDF{varInputFile, "appETLE_Reference”l;}
}?bjRecordset.Fie1ds(“appETDE_Reference“).va1ue = strRet;}

strret = objTK.GetFormFie1dDataByName(“appETDE_comment");

if (strret == "" BadPOF(varIinputFile, 'a?pETDE_CDmment");}
}?bjRecordset.Fie1ds(“appETDE_CDmment“).va ue = strret; }

strret = objTK.GetFormFie1dDataByName(“appDDcument_Status");

if (strrer == "" BadPOF(varInputFile, “appbocument_status”');l
}?bjRecurdset.Fie1ds(“appDDcument_Status“).va1ue = strRet; }

A7 Mot a required field.

strrRet = objTK.GetFormFieldDataByName "appCertificate_superseded”);

AT (strret == "") {BadPDF(warInputFile, "appcertificate_superseded");}
{objrecordset.Fields("appCertificate_superseded").value = strret;}

S Mot oa required field.

Mapping PDF Form fields to database table fields (eTDE required fields)
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4.4.4 Mapping PDF Form Fields to Database Table Fields (All
Standard Fields)

B Quality PDF2DB. js - Notepad
File Edit Faormat View Help

-~
S# /7 OTHER FIELDS LISTED FOR THE COMVEMIEMCE OF EXTERMAL SYSTEMS: "_
A7 strret = objTrk.GetFormFieldpataByname("addressistreetaddrl®];
A4 AF (strret == "") {BadPDF(wvarInputFile, "addresslstreetaddrl®);}
;}’;}’ /{JDbjRecurdset.FT'eTds("AddresslstreetAddrl").va1ue = strret; }
£ strret = Ub]TK GetFUrmF‘|e1dDataEyName( Ac:lc:lresslmtxr
£ F (strret == ') iB adPDF(varInputFﬂe, ‘addresslcity " D; F 4"_"
?? {objrecordset. Fields("Address1city ). value = strret; ¥
S strret = ohjTK.GetFormFieldDataBynNameAddresslstate”);
A4 AF Cstrret == "") {BadPDF(warInputFile, "Addresslstate”);}
§§ }DbjRecordset.FW'e'\ds("Addresslstate").va'lue = strrets}
S strret = ohjTK.GetFormFieldDataByname"address1zip"D;
SAAF Cstrret == ") {BadPDFCwvarInputFile, "addressl=ip");}
?; {objrecordset. Fields{"address1zip").value = strret;
A4 STrret = Db]TK GetFormF1e1dDataEyName( 5ub5amp1e L
S Af (strret == BadPDF(varInputF11e ‘subsample”l; b
;? {objrecordset. Fields{"subsample™]. value = strRet; }
A4 strret = objTK.GetFormFieldpataBymame"additional aflatoxin"l;
A2 Af (strret == "") {BadPDF(\;arInqutF"l'le, "additional aflatoxin"d;}
S {objrecordset.Fields("additional aflatoxin").wvalue = strret;}
g
£ strret = Ub]TK GetFUrmF‘|e1dDataEyName( Sampﬂe Freperation’ ),
£ 9F (strret == ') iB adPDF(varInputFﬂe, ‘Sample_Preperation”l; i
//’//’ {objrecordset.Fields("Sample_Preperation”).value = strret;}
A4 strret = ohjTK.GetFormFieldDataBynName"Date Received");
A4 AF (strret == "") {BadPDF(wvarInputFile, "Cate_Receiwved");}
?? }DbjRecordset.FW'e'\ds("Date_Rece"lved").va'lue = strRret; }
S strret = ohjTK.GetFormFieldDataByname " Date_Completed”];
SOAF Cstrret == ") {BadPDFCwvarInputFile, "Date_Completed”);}
§§ }DbjRecor‘dset.Fﬁe'\ds("Date_Camp eted").value = strret; }
A4 STrret = Db]TK GetFormF1e1dDataEyName( Ana1ys1s_Method L
A Af (strret == BadPDF(varInputF11e ‘analysis_method”);
?? {objrecordset. Fields("anaTysis_method" j value = strret; }
A4 strret = objTr.GetFormFieldoataBymamed " rRemarks';
A2 F (strret == "") {BadPDF{warInputFile, "remarks");}
A7 tobjrecordset.Fields("Remarks").value = strret;}
Vil
£ strret = Ub]TK GetFUrmF‘|e1dDataEyName( Inspector_ Mame' ),
£ ifF (strret == ') iB adPDF(varInputFﬂe, 'Inspector_MWame"l;
;}’;}’ {objrecordset.Fields("Inspector_Mame").wvalue = strret;}
A4 strret = ohjTK.GetFormFieldDataByMame " Document_Provider "),
A0 AF (strret == "") {BadPDF{warInputFile, "Cocument_Provider”); =
< ?

Mapping PDF Form fields to database table fields (all standard fields)
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4.4.5 General Validation of Fields (from PDF Form to Database)

B Quality. PDF2DB. js - Notepad

File Edit Format Wiew Help

abjTK. C1DSEInputF11e(),
obiTK = null;
//DhJRecordset.C1ose,
/s/objconnection.Close;
wWIscript.quit(ll;

T A function BadPDFC()

sS4 validation utility functions. *—*
v

//regu1ar expresswon should match number with commas or not
- '='" s optional at the beginning
//2 [l 9] <-- first digit should be between I1~-9; 080 shouldn't be allowed
ErEN (\d{l 2FC {3 30% | 2—- with comma, at Teast one digit with max of three before repeating Tike ', ddd
3. | <-— without comma, match amy number of integer(shouldn't be though)
Sr4. AO{l})S <-- allow only one zero and no minus zero

function IspregeEx(varrField) {
Y General purpose Titerals.
var re = J(A-7[1- 9](\d{1 23y a3 10w Nd¥ ) [ A0{1 108/,
var renumbers = X -{o }\ L { L LNd+3%
var reNumCommas XA 7(\d{1 3}|\d{l,3}(\,\d{3})“|\d“)$fg, A4 check a dnteger number with com
var rePhUneNumber X(\d\d\d) S dhd=Sdsdydyds;

SAvar re = new RegExp(re.walue); /7 ctor
if (! re.test{varField)) {return false;} 7~
return true;

T A4 function IsregeEx()

function feetpatel) {

Y Format: 23,2006 12:00:00 am

wvar strbate;

var currentTime = new Date();

var month = currentTime. getMonth(O) + 1;
var day = currentTime.getpate();
var year = currentT1me.getFu11Year();
stroate = month + "/ + day + "/ + year;
/? currentTime. touTCstring)

wvar hours = currentTime.getHours();

var minutes = currentTime.getM1nutes(),

if (minutes < 10) {minutes = "0" + m1nutes }

strpate += " " + hours + ":" + m1nutes + 4

ifchours » 113 {strbate += C"PM"1;}

alse {strbate += C"AM"];}

Asobishel . popupdpate: " + stroate,l0, "eTDE Upload-Import pate",647;
return strobate;

T A function feetbate()

/7 eof ()

General validation of fields (from PDF Form to database)
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4.5

Populating PDF Forms with Accessibility Tags for Section
508 Compliance

In 1998, Congress amended the Rehabilitation Act to require Federal agencies to
make their electronic and information technology accessible to people with
disabilities. Inaccessible technology interferes with an individual's ability to
obtain and use information quickly and easily. Section 508 was enacted to
eliminate barriers in information technology, to make available new opportunities
for people with disabilities, and to encourage development of technologies that
will help achieve these goals. The law applies to all Federal agencies when they
develop, procure, maintain, or use electronic and information technology. Under
Section 508 (29 U.S.C. ‘794d), agencies must give disabled employees and
members of the public access to information that is comparable to the access
available to others.

PDF forms may be made ‘accessible’ using Adobe Acrobat Professional 6.0 or
later. To create the accessibility tags, perform the following steps:

4.5.1 Add “Fillable” Form Fields and Descriptions

Adobe Acrobat 3D (Adobe Acrobat 7 Professional) has a Forms toolbar that
provides numerous tools for creating “fillable” form fields, such as buttons, check
boxes, list boxes, text boxes, etc. As a field is created, descriptions may be added.
Type the description into the Tooltip box in the General tab of the field’s
Properties dialog box. Screen reading software, such as JAWS, will read this text
aloud to the user.

I - — =3 S
o v = © o F
The Forms toolbar of Acrobat Professional
Text Field Properties |
General | Appearance || Options || Actions || Format | validate || Calculate
Mame |
Tooltp |Fi|'st Mame|
Conmon Properties
Form Field: visible et [l read only
Qrientation: Iu] ~ [ degrees [ required
[ oskes

Adding a description as you create a form field—type the description into the Tooltip box for the field.

2020 Company, LLC 16 eTDE Application User Guide Baseline v1.3



-7 Emm

2020 COMPANY, LLC C 6o U N € 1 L

WHERF INgIGHT MEFTS TECHNOI OGY

45.2 Set the Tab Order

Although Adobe Acrobat Professional offers manual control over the tab order,
set the tab order to use the document’s structure. This setting provides the greatest
accessibility.

To set the tab order of form fields to use the document structure:

1 Open the Pages tab of the navigation pane.

|§ ok Treg 1 Pages § Signawres\l{ Boakmatks

|§ Commets \I\ Atichments

2 Select all the pages by pressing Ctrl+A (Windows) or Command+A (Mac OS).

|§ Morie Tree 1 Pages { Signatures\l{ Bookmarks

|§ Comments \l\ Aachments
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3 From the Pages tab, choose Options > Page Properties.

-] = || |
Inserkt Pages...
Exkrackt Pages...

Replace Pages. ..

Delete Pages. ..

Crop Fages...
Rotate Pages. ..

Sek Page Transitions. ..
FMumber Pages...

Prink Pages...

Embed all Page Thumbrniails

Remove Embedded Page Thumbnails

| hiodel Tree \| Pages\l{ Signafures \l\ Bookmatks

Reduce Page Thumbnails

Enlarge Page Thumbnails

Page Properties. ..

| Comments \l\ Attachments

4 In the Page Properties dialog box, select the Tab Order tab, and then select Use
Document Structure.

Page Prope

Tab Order |m|

) Use Row Order

() Use Column Srder

@ Use Document Skruckure
) Unspecified

¢ Signatures

“hoose one of the abowe options ko set
the order For tabbing through items on a

page,

| Model Tree \i Pages

Close

4.5.3 Create Accessibility Tags

2020 Company, LLC 18 eTDE Application User Guide Baseline v1.3



<

2020 COMPANY, LLC

WHERF INgIGHT MEFTS TECHNOI OGY

AMERICAN

c o U N € 1 L

1 Check for existing tags in an Adobe PDF document using the File > Document
Properties command. At the bottom of the Document Properties dialog box, look
for “Yes” or “No” next to the Tagged PDF entry.

Document Properties
Descripbion | Security | Fonks
Descripkion

File: Blanching_Fields. pdf

Initial Yiews || Custom || Advanced

Tiktle: |.C\.m Peanut Council COA Blanching. =ls

Application: Toolkik hkkp: ffvsvevs, ackivepdF . com

Adwvanced
FPDF Producer:
FPDF Yersion: 1.5 (acrobat 6.3
Location: C:iInktersystemn Tesk)
File Size: Z2&57.02 KB (293,909 Bytes)
Fage Size: 5.50 = 11.00in

Tagged PDF:  Yes

author |Auth0rized Gakteway Cuskomer
Subject: |
Eewwords:
Creakted: Sf17/2007 7:27:44 Al [ Additional Metadata, .. ]
Modified: 71772007 11:57:37 AM

Toolkik htkp: v, activepdf . com

Murmber of Pages: 4

Fast wieb Yiew: Mo

=T

2 If the PDF form is already tagged, use the TouchUp Reading Order tool in
Adobe Acrobat Professional to tag each form field added in step 1 of this
workflow. This tool allows the user to fix any reading order problems of the text
labels for the form fields. (For instance, merged lines of fields may need to be

split into individual fields.)

[_THighlig
X
Draw a rectangle around the content
then click one of the butkons below:
Fields ' Tags “ Zontent “ Order ™.,
Tj Options -
A
stem ——
20200c#1
z0z0llc#z
Additionalaflatosxin
ApplicantCity
ApplicantFax
Show page content order | | -
1 annlicantiame
Showe table cells | |
Shows tables and Figures | |
[ Clear Page Structure. .. ] [ Show Order Panel ]
[ Help ] [ Close ] |
TOT CElt moad
PO Box 311 |
123401734 -

2020 Company, LLC
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3 If the form is untagged, use Adobe PDF Forms Access to perform the following
steps to add tags to the Adobe PDF document:

a) Open the Adobe PDF document in Acrobat 7.0.
b) Choose Advanced > Accessibility > Add Tags To Document.

P EGTES N Window  Help

| Accessibiliby Sign - ==
Acrobat Distiller Cuick Check Shift+CkrH-6
Batch Processing... Eull Check...
Catalag. .. Open Accessibility Report..,
Digital Editions 4
ANALYS

Export all Images. ..
TouchUp Reading Order. ..

Forms 3

JawaScripk » Setup Assiskant. ..
-

Links 4

Migrate Comments. . ITH#: 84-18189-03

Murmber Pages... Is: 6-14877-03 B-14787-03
PDF Optimizer...

. . NUTS: MEDIUM RUNNERS
Security Setkings...
Trusted Identities. .. BUFF BLAMNCH
Web Capture 4
SSED: B/17/2004
Use Local Forts Shift-+Ckry
Crverprink Preview Shift+iCkrl+7
E,é\ Qukpuk Presiew, .
1B prefight... Shift+chriey 4 Q.C. DATA

T

Acrobat analyzes each page to determine the page’s various elements and roles,
their proper reading order, and which tag to apply to each element. It then adds a
tag tree to the document to represent these page elements and their reading order.
In Acrobat 7.0 Professional, a report of the results also appears in the How To
window after the process is complete, so that you can edit any tags that need
repair.

4.5.4 Complete the Accessible Adobe PDF Document

To ensure the PDF Document is accessible, perform the following steps in Adobe
Acrobat Professional:

1 Perform an Accessibility Full Check and verify that the fonts in the document
are accessible.

2 Use the TouchUp Reading Order tool to fix reading order and other problems.
3 Add other features to optimize the PDF document for accessibility.
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4 Edit the tag tree to repair complex problems.

ﬁgg Reading Order

Draw a reckangle around the content
then click one: of the buttons below:

[_THighlight Fiel

Text Figure
i Fields i T J Content 4§ Ord
Form Figld Figure/Caption || i \” ags\l.l il \Ll kil
m Optiong =
Heading 1 Table
=) A
|System = T
Heading 2 el =] @1 <Warkbook s
= <warksheet> =
Heading 3 Formula O <Tables
d Background = <TR>
g = <TR>
=3 <TR>
[¥] show page content order | | = <TR> 2
Show kable cells |
[¥] show tables and figures | |
l Clear Page Structure. .. ] [ Show Crder Panel ]
[ Help ] [ Close ]
TOT LEN rhuad
PO Box 911
12345-1234 ]
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5. Accessing and Using the eTDE Website

This section will show the actual eTDE Graphical User Interface (GUI) and provides
step-by-step instructions for how users will interact with each screen. The eTDE System
can be accessed on the internet at http://www.etde.usda.gov .

Note: Users may have to disable pop ups in order to prevent “linkage not found” errors
while navigating the eTDE system. If pop ups are allowed and a survey request appear,
respond ‘NO’ to the request. If ‘page not found’ error occurs simply refresh page.

5.1 eTDE Welcome Page

USDA _
s nited States Department of Agriculture

Electronic Trade Document Exchange System

Welcome to the Electronic Trade Document Exchange System {(eTDE)!

The eTrade Document Exchange (e TDE) Systern supports the trade of US agricultural
commodities domestically and internationally. This system makes trade documents,
including official certificates, available wia the internet to facilitate foreign and domestic
trade of US agricultural products,

USDA prowides this information as a service to the supply chain. The certificates
available in the repository are provided by a variety of document providers, Some
certificates are provided by USDA, some by programs under USDA certification, and
some fror comrercial sources that operate independently of USDA, USDA validates
the identity of each document provider and has security controls in place to ensure that
certificate data obtained from docurnent providers rermains unaltered once it is posted
onto the site, Certificates downloaded from eTDE contain staternents reminding users
that certificates printed from the eTDE system are not considered authentic copies, and
that sorme docurients are provided by sources that operate independently of USDA,

In order to access eTDE certificate information you rust be registered through the
UsDA e-Authentication system,

If vou are not a registered user of the eduthentication systemn please go to
hitp: Afvvww eauth.egov . usda.gov/

If you are a registered user of eAuth System, click here Login to eTDE
Yersion 1.0.15

USDw Home | Site Map | Policies and Links
| FOIA | Accessibility Staternent | Privacy Policy | Mon-Discrimination Staternent | Information Quality | USA gov | White House

Navigate to www.etde.usda.gov to see the eTDE Welcome Page

1. Click to apply for a USDA eAuthentication Account
a. If you do not have an eAuthentication Username and Password, or If you have not
registered with eAuthentication System, user is directed to eAUTH home page
b. See User Guide: Instructions_Access_eTDE_Production 4 June 2009
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2. Click to Login to eTDE

5.2 eTDE Login via USDA’s eAuthentication Page

USDA United States Departiment of Agricullure
ﬁ USDA eAuthentication

i Help : Contact Us : Service Centers

| Quick Links
= What is an account?

eAuthentication Login

i Create an account

b Update your account
Administrator Links

Forgot vour User IDY

Password: I
- Local Registration

Authority Login Forgot your Password?

Change My Password

Login

What's New

HEW! Improvements to USDA Employee Registration

& The new registration process provides a faster method of obtaining an
esuthentication Employvee account. Click here for more information!

self-Service Enhancements

= Improwvements to Forgotten Password Reset and Forgotten User ID are nows
available. Click here for more information!

Important! Employees and Contractors:

& Please update your business ermmail and phone in vour profile. Click here for
additional details,

efuthentication Home | USDA gow | Site Map

‘ Accessibility Staternent | Privacy Palicy | Mon-Discrimination Staternent | www. FirstGou. gow

eTDE Users Login via the USDA’s eAuthentication Page

1. Enter eAUTH Username and Password
2. Click to login

a. If user logs into system for the first time, user is directed to the “eTDE Request
Registration Page”

b. If registered user with Associated Entity, user is directed to the “eTDE Home Page”

c. If registered user without Associated Entity, user is directed to the “eTDE User Profile
Page”
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5.3 eTDE Registration Request Page

USDA ,
Za Ynited States Department of Agriculture

The average American consumes more than 6 pounds of peanuts and peanut butter products each year

T rarm il rorum B ¢ “ . Wity
= % T i i
o " oy = -
3 Vi i ¥ 4 3 - e .

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

aTDE = Request Registration
Plzaze fill in requirad fields (*)

eTDE User Registration Request

T — T E—
+ ork e e R
+ Work Counsy e R
- S el e I —
*
Wark City |:| Province Postal Code
* Work Phone L 1 Work Fax [ [ mobilephone[ ]
* Primary Email [ 1 Alternate Email [ 1

[ Fegister Mew Entity and Becorme Entity Adrministrator

r Entity Information same as Work Information

eTDE Entity Registration Request

* Entity Marne I:l Cormmaodity Type |Peanuts j
* Entity Street Addr 1 ] Entity Street Addr 2 | |
. . Entity State / *Entity Zip f
*
Entity City L 1 rovinse [ T rovaicose [ 1
+enty phone e N o B
—— ——

Cormrent | |

[ Request Registration ]

USDA Home | Site Map | Policies and Links
| FOLA | Accessibility Staternent | Privacy Palicy | Mon-Discrimination Statement | Information Quality | USA gov | White House

Unregistered eTDE User Requests Registration for eTDE System

1. Enter User demographic information
a. User chooses not to Request Entity Registration
2. Click Request Registration Button
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a. User is directed to “User Profile Page” with demographic information populated
3. Click to Cancel
a. User is directed to the “eAuth Login Page”

4. |If user desires to Request New Entity Registration, Click M to Register New
Entity

5. If necessary, click Entity Information same as Work Information M
a. If Entity demographic information is same as Work demographic information
6. Enter Entity demographic Information
a. If Entity demographic information is different than Work demographic information
7. Click to Request Registration
a. Entity Registration Request sent to Systems Administrator for approval
b. User is directed to “User Profile Page” with demographic information populated
8. Click to Cancel
a. User is directed to the “eTDE Welcome Page

m
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5.4 eTDE User Profile Page (Unassociated User)

USDA

Z United States Department of Agriculture

The average American consumes more than & pounds of peanuts and peanut butter products each year

L

eTRADE DOCUMENT EXCHANGE (eTDE) 5YSTEM

Skip Mavigation

Profile | Reports ! ContactUs @ Help ! Log

Skip Mavigation
eTDE = Profile

eTDE User Profile

Plzase fill in required fields [(*)

#First Marme testtdpoz #| 2zt Marme testdp0z
*aork Country Work Street Addr2 I:l

N .
Worl:t State wark Zip 22102-0957

Prowince Fostal Cade

= — | —

Ermail abc@yz, com Alternate Email

_pdaia proie__)

Current Entity Association
Current Association:

Fagrk City

*wark Phone

ll

Entity Association Request
Reqguest Association (users may assocate with only one entity

€ UsSDA - Gastonis
© JLeEk

© Golden

o Mutco

7 snickers
 Ralla

o Mars

e Birdsong

[ Request Association ]

[Entlty and External System Registration Requesl-]

Nota: Access iz Nmitad until your association request andior antity registration requeast has beer approved.

UsSDA Home | Sitke Map | Policies and Links
| FOIA | Accescsibility Statement | Privacy Policy | Mon-Discrimination Statement | Inforrmation Quality | USA.gov | White Hous
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eTDE User Manages User Profile (Unassociated User)

1. If necessary, Edit Home and/or Work demographic information
a. Click “Update Profile” button
b. Verify that “Transaction Successful” message appears
c. Profile Information now updated with changes
Click radio button for which user may associate with only one entity
Click “Request Association” button
a. Entity Association Request sent to Entity Administrator
b. User remains in User Profile Page
4. Click “Entity and External System Registration Request” button
a. User is directed to the “Entity & External System Registration Page”
b. Unassociated users will have the ability to request ability to request Entity
Registration
5. Click to Cancel
a. , Userremains in User Profile page

wn

6. If necessary, Edit Home and/or Work demographic information
a. Click “Update Profile” button
b. Verify that “Transaction Successful” message appears
c. Profile Information now updated with changes
7. Click “Request Disassociation” button
a. Verify that “Transaction Successful” message appears
b. User no longer associated with Entity
c. Entity Disassociation Notification sent to Entity Administrator
d. User remains in User Profile Page
Click radio button for which user may associate with only one entity
Click “Request Association” button
a. Verify that “Transaction Successful” message appears
b. Entity Association Request sent to Entity Administrator
c. User remains in User Profile Page
10. Click “Entity and External System Registration Request” button
a. User is directed to the “Entity & External System Registration Page”
b. Users that are currently associated with an Entity will not have the ability to request Entity
Registration
c. If Useris not associated to an Entity, “Register New External System” checkbox will be
“grayed” out.
11. Click “Administrator Registration Request” button
a. If associated to an Entity, User is directed to the “Administrator Registration Page”
b. If User is not associated to an Entity, “Administrator Registration Request button” will not be
active
12. Click to Cancel
a. If User associated to an Entity, User is directed Homepage
b. If User not associated to an Entity, User remains in User Profile page

©®
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5.5 eTDE User Profile Page (Associated User)

USDA

sl nited States Department of Agriculture

Tha average Amearican consumas more than 6 pounds of peanuts and peanut buttar products sach year

P A HEESSS

Home | Profile | Reports | ContactUs | Help | Log

Skip Mavigation

eTRADE DOCUMENT EXCHANGE (eTDE) 5YSTEM

Skip Mavigation
=TDE = Profile

eTDE User Profile

Flzase fill in required fields (*]

#First Name  |Testtdp03 | *LastHame | Testtdpoa |
*work Mame |Birdsong | Fiork Street Addrl |ssssssssssssssssssssssss{
W ark, Countrl,'lLlSP. | Waork Street Addrz | |
- )
#york ity |Falls Church | wrork State/ ek 2inf [zz102-3333 |

*work Phone |s | Work, fax I:l Mobile Phone | |

* Primary
Ernail

(__Updni protie__)

Current Entity Association
Current Assocation:

[erdetestuser@yahan.cal  Alternste Ermail | |

IEIirdsnng

[Entlty and External System Registration Request] [ Administrator Registration Request ]

Mota: Access iz Nmited untll pour asrociation request andior antity registration request has been approved.

UsDA Home | Site Map | Palicies and Links
| FOLA | Accessibility Statermnent | Privacy Policy | Non-Discrimination Statement | Information Quality | USA gov | White Hous

1. If necessary, Edit Home and/or Work demographic information
a. Click “Update Profile” button
c. Profile Information now updated with changes
2. Click “Request Disassociation” button
a. User no longer associated with Entity. but will remain active and have access to system as
an unassociated user
b. Entity Disassociation Notification sent to Entity Administrator
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c. Userremains in User Profile Page

3. Click “Entity and External System Registration Request” button
a. User is directed to the “Entity & External System Registration Page”
b. Associated Users wilt have the ability to request External System Registrations

4. Click “Administrator Registration Request” button

a. Associated Users will have the ability to Request Entity and/or System Administrator
Registrations

5. Click to Cancel
a. User is directed to Homepage

5.6 eTDE Administrator Registration Request Page

USDA ,
= United States Department of Agriculture

USDA helps ensure open markets for U.S. agricultural products and provides food aid to needy pecple overseas

R [ @ fere~

Home @ Profile : Reports | Entity Admin : ContactUs ' Help !
eTrade Document Exchange (eTDE) System

aTDE = Profile > Administrator Registration Request
O Request to be an Entity Administrator

Current Entity Association

[Entity1 Mame, Stree. Stree2 Phone

O?equezt to be a System Administrator

Request Registration

USDA Home | Site Map | Policies and Links

| FOIA | Accessibility Statement | Privacy Policy | Mon-Discrimination Statsment | Information Quality | USA.gev | White House

eTDE User Requests Entity or System Administrator Registration

1. Click “Request to be an Entity Administrator” radio button
a. Associated Users will have the ability to request Entity Administrator Registrations
b. If user has already submitted an Entity Administrator request and awaiting approval,
the user will not be allowed to submit another request

c. If user has been deactivated as an Entity Administrator for their associated Entity, the
user will not be able to submit another request

d. [If useris currently and Entity Administrator for their associated Entity, the user will not
be able to submit another request

2. Click “Request Registration” button
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a. Entity Administrator Registration Request sent to System Administrator for approval
b. User remains in Administrator Registration Request page
3. Click “Request to be a System Administrator” radio button

a. Associated Users will have the ability to request System Administrator Registrations

b. If user has already submitted an System Administrator request and awaiting
approval, the user will not be allowed to submit another request

c. If user has been deactivated as an System Administrator, the user will not be able to
submit another request

d. [If useris currently an System Administrator, , the user will not be able to submit
another request

4. Click “Request Registration” button

a. System Administrator Registration Request sent to System Administrator for approval
b. User remains in Administrator Registration Request page
5. Click to Cancel

a. User directed to User Profile Page
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5.7 eTDE Entity and External System Registration Request
Page (Entity Registration)

USDA .
s United States Department of Agriculture

Mol WP S W
gt

Skip Navigation

Profile | Reports | ContactUs | Help : Logout

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
eTDE > Profile > Entity & External System Regqgistration
Please fill in required Fields (*)

r Register Mew Entity and becorne Entity Adrministrator

eTDE Entity Registration Request

*Entity Name J Commodity Type |Peanuts 3

*Entity Street Addrl ] Entity Street Addr2 [ ]
Entity State / *Entity Zip / 1

*Entity City } Province L :D-)stal Code J
*Entity Country

*Entity Phone Entity Fax J

Comment [ ]

[ Request Registration ]

USDA Home | Site Map | Policies and Links
‘ | FOIA | Accessibility Statermnent | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

eTDE User Submits Request for Entity and/or External System Registration

1. Click M “Request New Entity and become Entity Administrator” checkbox
a. Complete Entity demographic information

2. If necessary, click Entity Information same as Work Information M
a. If Entity demographic information is same as Work demographic information

3. Click “Request Registration” button
a. Entity Registration Request sent to Systems Administrator for approval
b. Note: System Administrator notifies AMS upon approval
c. Useris directed User Profile Page
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5.8 eTDE Entity and External System Registration Request
Page (External System Registration)

USDA _
Zam United States Department of Agriculture

USDA leads the Federal anti-hunger effort with the Food Stamp, School Lunch, School Breakfast, and the WIC Programs

ip Navigation

{ ContactUs : Help

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
eTDE > Profile > Entity & External Systern Registration

Please fill in required Fields (*)

I- Register New External Systern

eTDE External System Registration Request

*¥External System Name | J

External Systermn Description |

External System Owner | }

Comment i 1

[ Request Registration ]

USDA Home | Site Map | Policies and Links
‘ | FOIA | Accessibility Staternent | Privacy Policy | Non-Discrimination Staternent | Information Quality | USA.gov | White House

4. Click M “Request New External System” checkbox
a. Complete External System demographic information
5. Click “Request Registration” button
a. External System Registration Request sent to Entity Administrator for approval
b. Note: System Administrator notifies AMS upon approval
c. User directed to User Profile Page
6. Click to Cancel
a. User directed to User Profile Page
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Note: The name of the company and/or individual to which authority for transfering documents to or from the eTDE
system should be given. Connections for transfers will only be allowed for individuals or companies that have
registered their external system through this request.

5.9 eTDE Home Page
USDA

sl nited States Department of Agriculture

Home : Profile | Reports ;| Entity Admin | ContactUs @ Help

Electronic Trade Document Exchange System
eTDE = Horme

User: TestEntAdmind3 TestEntAdmind3
Entity MName: BirdsongPeanuts

Commodity Peanut
Type:

Trade Documents

Select Dot;l:.rfr';ent Con.-;_::::“ty DDCIiIB‘IEI'It Document Type Ci:hn?;:r eTDE Reference Upll:::aat:ed Assigned ? 1=
- MetaData Almond 20815 Almond_Inspection Almond_INS1 wAaHlLot1Zz001 0872972008 wES
| MetalData Almond 20821  Almond_aAflatoxin  Almond_AFA4S waHL 05/ 29¢2005 ES
I- MetaData Peanut 20852 Blanching Blad weaHiLotdiod ag/29/2008 M I
I_ Metalata Peanut 20936 Grade Grad WAaHLLotlodl 0gfz2e¢ 2008 M
I_ Metalats Peanut 20942 Motice of Sarmpling Mokt WAHLLotlOl 0gfz29/2008 L= ;
I_ Metalats Peanut 20942 Transfer Clearance Trad WeHILot1ol 0gfz29¢2008 M
I_ Metalata Peanut 20954  Guality Quad WAHI1Lot1i01 0872372008 NG
I_ MetalData Peanut 21002  EU Aflatoxin ELI_4 WeHlLot1ol 0g/29¢2008 Mo
I_ MetaData Peanut 21008 US Aflatoxin Us_4 WAHILot10l 05/ 29/2005 M :
[Managa User Access ] [Supersedn Documant]
Search
By
By Commodity Tepe: All | By Document I0: l:l $Dcument|.ﬂ\|| j
ype:

By eTDE Reference: | | By Certificate Humber I:l
oy Date Unloaded From 1 ver [ (e romdadivmny date fomat

[ Search Documents ]

: 2

Get
g ACOBE* READER*

UsDA Horme | Site Map | Policies and Links
L | FOIA | Accessibility Staterment | Privacy Palicy | Mon-Discrimination Staterment | Information Quality | USA gow | white House

eTDE Home Page
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1. User’s First and Last Name, Entity Name, Commodity Type are displayed
2. The Trade Document section lists all accessible Trade Documents uploaded in
the past 7 days. The Trade Documents are displayed by Commodity Type,
Document ID, Document Type, eTDE Reference, Certificate Number, Document
Uploaded, Assigned ?
3. Click on Document Info Metadata link
a. Document Information: Document Owner, Document Provider, Product, Document ID
External System ,Document Type, Certificate Number , Document Status Certificate
Number Superseding, Certificate Number Superseded, eTDE Reference, Date Issued,
Date Uploaded Document Access: Username, User First Name, User Last Name , Entity
Name (for which the User is associated), Date, Timestamp
4. Click on Manage User Access Button
a. Trade Document Owners will only have the ability to Manage Access to Trade
Documents
b. Click on checkbox of Trade Document to be assigned shared ownership and/or access
c. User is directed to Manage User Access page
d. Trade Document selected from homepage appears in Manage Access for Trade
Document section of the Manage User Access to Trade Document page, along with all
other accessible documents associated with the eTDE Reference
5. Click on Supersede Button
a. Trade Document Providers will only have the ability to Supersede Trade Documents
b. Click on checkbox of Trade Document to be superseded
c. User is directed to Supersede Documents page
d. Trade Document selected from homepage appears in Documents to Superseded section
of Supersede page
6. Click on Search Button
a. User can search by Commodity Type, Document ID, Document Type, eTDE Reference,
Certificate Number, Date Uploaded From and To (Note: the eTDE Reference Number is
a concatenation of the state, House Number, Lot Number and Crop Year fields.
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5.10 eTDE Manage User Access to Trade Document Page

uUsDA _ ™~
aammmme Ynited States Department of Agriculture

Profile ! Reports

Electonic Trade Document Exchange System
2TDE = Harme = Manage Lser sccess

Manage Access to Unassigned Documents

— MetaDasta Dairg =20s¥F0 Dairg_Bill_of_Lading Dairy_BOLS wAaHLLoetlZO0o1 osszasz00=
— Metabata Pistachio Z0®FZ | Pistachio_<Comtrol_Grading Pi_Coaa LAHILotlZO0l Osfzeszoos
[mm] MaetabDsts Fistschic 20990 | Fistachic_Fw-185 Fi_Fua WAHLLotlZ001  |08/23/Z008
— Metabata Slrmond Zog4a4z Almend_Shipper EXP_Decaration Almeond_SED4  waHIllLotlZOool OSf=Z9/zZ00s
— Metabata Cairy 20895 | Dairy_Cert Of _analysis Crairy_Ser_snad waHllotl 2001  OS/29/2008
— FMetabata Pistachio 20996 Pistachio_Phytosanitars Pi_Phys MAHILotlZO001l O08fZo 008 -
< I
[ select an_ ] [Deselect an ]
Share Document Ownership Manage Docunient Access
T assign 7 Unassign Almond I sssign # Unassign Almond
M assign 7 Unassian BirdsenaP=anuts I azsian # Unassign BirdsonaP=anuts
M azzigrn / Unassign Conagrs M as=ian Umassign Conagrs
M aszzigrn # Un=assign Dairy M as=ian Urmassian Daieg
M assigrn # Unassign FSIS T as=sign # Urmassign FSIS
M assign £ Unassian JLa — Urnassign Jla
T assign ¢ Unassian Mckercher — Unassign Mckercher
T mccign F Unassign Port sothority — Unassign Port sothority
M eassian 7 Unassian The Entity Returns — Unsssian The Entity Retarns
M azzigrn / Unassign LSO — Umassign LSO

[ submit 10 Cancel ]

Manage Assigned Document

select DOCUMent ¢ modity Type La """ pocument Type Lertificate =TDE Reference DO | Assion

[ MaetabDsts Alraond 20815 lalrmond_Irnspechion  Alrmornd_IMS1 wWaHllotizool Osszos2008 wES
Share Document Ownership Manage Document Access

M aszzigrn # Un=as=sign alrmand M aszzigrn # Un=as=sign alrmand

M aszigrn # Unassign BirdsangPesnots M aszigrn # Unassign BirdsangPesnots

T assign £ Unassign Blanchers T assign £ Unassign Blanchers

T assign f Unassign Sonagra T assign f Unassign Sonsagra

T mscign F Unassign Dairy T mccign F Unassign Dairy

T eassian / Unassian FSIS T eassian / Unassian FSIS

M eassian 7 Unassian JLa M eassian 7 Unassian JLa

M aszzigrn # Un=as=sign Mokercher M aszzigrn # Unas=sign Mokercher

M asszigrn # Unassign Port Aothaority M assigrn # Unassign Port Aothaority

T assign £ Unassian The Entity Returns T assign £ Unassian The Entity Returns

T assign ¢ Unassian LUSOa M assign ¢ Unassian LUSDA

Select All Desclect All Select All Desclect All

Search Assign

Banr

— Y YSPS poT =l

Twpe:

By eThE Reforence: [ | By Certificate Mumber [ ]
By Date Uplasdad From: | | Tor [ ] fuse mimarddivyyy date Forrmatl

[ Search Documents |

By Cormmmmodity Tepe:  [Adl By Docurment TG

USDA Horme | Site Map | Policies and Links
B | FOIa | Accessibility Staternent | Privacy Policy | Man-Di

crirminmation Staterment | Informmation Quality | USA gow | wWhite House

Manage User Access (Shared Ownership)
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1. The Manage Access to Trade Document sections lists the Trade Document
selected from the Homepage along with all other accessible documents associated
with the eTDE Reference. The Trade document(s) is displayed by Commodity
Type, Document ID, Document Type, eTDE Reference, Certificate Number,
Document Uploaded

2. Click on Select All button (Manage Access to Unassigned Documents section)

a. Checkbox(s) is populated for all documents in Manage Access to Unassigned
Documents section
3. Click on Deselect All Button (Manage Access to Unassignhed Documents section)
a. Checkbox(s) is blank for all documents in Manage Access to Unassigned Documents
section

4. Click on Select All Button (Share Document Ownership section)

a. Checkbox(s) is populated for all documents in Share Document Ownership section
5. Click on Deselect All Button (Share Document Ownership section)

a. Checkbox(s) is blank for all documents in Shared Document Ownership section
6. Click on checkbox of desired Entity(s) to assign ownership privileges

a. Checkbox(s) is populated for selected Entity(s) in Share Document Ownership section
7. Click on Submit Button (Share Document Ownership section)

a. Entity will share ownership of document selected

b. Documentis moved to Manage Assigned Document section with shared ownership

assignments saved
1. User will have the ability to unassign current shared ownership assignments or
assign further shared ownership assignments to other Entities

c. User remains in Manage User Access to Trade Documents page

8. Click on Search Button (Search Functionality only applies to documents that have
been assigned previously — Manage Assigned Document section)

a. User can search by Commodity Type, Document ID, Document Type, Certificate
Number, eTDE Reference, Date Uploaded From and To
9. Click Cancel button (Share Document Ownership section)
a. User is directed to Homepage

Manage User Access (Assigned Access)

1. Click on Select All Button (Manage Access to Unassigned Documents section)
a. Checkbox(s) is populated for all documents in Manage Unassigned Document section
2. Click on Deselect All Button (Manage Access to Unassighed Documents section)
a. Checkbox(s) is blank for all documents in Manage Unassigned Document section
3. Click on Select All Button (Manage Document Access section)
a. Checkbox(s) is populated for all documents in Manage Document Access section
4. Click on Deselect All Button (Manage Document Access section)
a. Checkbox(s) is blank for all documents in Manage Document Access section
5. Click on checkbox of desired Entity(s) to assign access privileges
a. Checkbox(s) is populated for selected Entity(s) in Management Document Access
section
6. Click on Submit Button (Manage Document Access section)
a. Entity will have access to document selected
b. Document is moved to Manage Assigned Document section with access
assignments saved
1. User will have the ability to unassign current access assignments or assign
further access assignments to other Entities
Cc. Userremains in Manage User Access to Trade Documents page
7. Click on Search Button Search Functionality only applies to documents that have
been assigned previously — Manage Assigned Document section)
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a. User can search by Commodity Type, Document ID, Document Type, Certificate
Number, eTDE Reference, Date Uploaded From and To
8. Click Cancel button (Manage Document Access section)
a. User is directed to Homepage
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5.11 eTDE Supersede Document Page

USDA

2 United States Department of Agriculture

Home : Profile | Reports | Entity Admin | ; Logout
Electronic Trade Document Exchange Sysbem
2eTDE > Horme » Supersede
Document to be Superseded
Document R Document Certificate Date A
Select Info Commodity Type 1D Document Type Numbe eTDE Reference uploaded Assign
o MetalData Pistachic 20845 Blanching BlaPistachic Lotl 08/29/2008 MO
Superseding Document
Document - Document Certificate Date - -
Select Commodity Type 1D Document Type Mumber eTDE Reference uploaded Assign j
@ MetaData Alrmond 20845 Blanching Blaslrmond Laotl 02/2a/2008 MO
i MetalData Cairy 20846  Blanching BlaCairy Lotl 02/29/2008 Mo =l
i Metalrata Egg 20847 Blanching BlaEgg Lotl 0s/29/2008 MO =l
[ MetaData Feanut 205849 Blanching Elal WAH1Lot101 Os/za/2008 Mo
i MetaData Peanut 20850  Blanching BElaz WaAH1Lotiol 08/ 29/2008 MO
i Metalata Peanut 20851  Blanching ElaZz WAaH1Lot1i01 og/zafz2008 MO
i MetaData Peanut 20852 Blanching BElad WAH1Lot101 0s/29/2008 MO
[ MetaData Feanut 20853 Blanching Elas WAH1Lot101 Os/za/2008 Mo
i MetaData Peanut 20854 Blanching Elag WaAH1Lotiol 08/ 29/2008 MO -
[Superseda Dncument]
Search
. By
By Cormrmodity I By Docurment I:l I
Tupe: All o 0, Cocurnert | A j
Tupe!
By =TDE | | By Certificate Murmber I:I
Reference:
By Date Uploaded From: | |To: | | [usze mrmSddiyyey date format)
[ Search Documents ]
UsDA Home | Site Map | Policies and Links

L | FOLA | Accessibility Staternent | Privacy Palicy | Mon-Discrimination Staterment | Information Quality | USA gov | White House

eTDE Supersede Page (Trade Document Providers)
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1. The Document to be Superseded section lists the Trade Document selected from
the Homepage. The Trade document is displayed by Commodity Type, Document
ID, Document Type, eTDE Reference, Certificate Number, Document Uploaded
a. User can only supersede one document at a time
2. The Superseding Document sections lists all accessible Trade Documents
uploaded in the past 7 days. The Trade documents are displayed by Commodity
Type, Document ID, Document Type, eTDE Reference, Document Uploaded
3. Click Supersede Button
a. User is directed to Supersede Confirmation page
4. Click on Search Button
a. User can search by Commodity Type, Document ID, Document Type, Certificate
Number, eTDE Reference, Date Uploaded From and To
5. Click Cancel button
a. User is directed to Homepage
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5.12 eTDE Supersede Confirmation Page

uUsbDA ,
sl Ynited States Department of Agriculture

Home | Profile | Reports | Entity Admin | Contact Us |

Electronic Trade Document Exchange System
eTDE = Home = Supersede

Docunent to be Superseded

Document A Document Certificate Crate a
Select Info Ccommodity Type I Docunment Type Munmbe- eTD E Reference uploaded Assign
i MetabData FPistachio Z0sS4s Elanching BElaFiztachio Lotl o3,/ 08/ 2008 M

Superseding Document

[Su persede Documenl]

Search
i By
oy Sommediy e E—
Tieet (I -1 pocurnant Al =l
By eTDE e
BysToE | By Cartificate Mumber [
By Date Uploaded Froma: | |Tc|: | | [use mrlddfyepy date farmat])
(Seareh Douments

USDA Horme | Site Map | Policies and Links
| FoIa | Accessibility Staterment | Privacy Policy | Mon-Ciscrimination Staterment | Infermation Quality | USA gew | White House

eTDE Supersede Confirmation Page

1. The Document to be Superseded section lists the Trade Document selected from
the Homepage. The Trade document is displayed by Commodity Type, Document
ID, Document Type, eTDE Reference, Certificate Number, Document Owner,
Document Uploaded
2. The Document to be Superseded section lists the Trade Document selected from
the Superseding Document section from the Superseding Document page. The
Trade document is displayed by Commodity Type, Document ID, Document Type,
eTDE Reference, Document Owner, Document Uploaded
3. Click on Confirm to Supersede Document Button
a. Document is Superseded with Superseding document
b. User remains in Supersede Confirmation page
4. Click Cancel button

a. User is directed to Supersede Page
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5.13 eTDE Reports Page

USDA .
= United States Department of Agriculture

: Entity Admin | ContactUs ! Help !

eTrade Document Exchange (=TDE) System

eTDE > Reports
=TDE Reports
=TDE User Report
=TOE Entity User Report
Mon-Afflitiated e TDE Report
=TDE Entitiss with Access Repert
Entitiss with no Acces=s Report
Access to Trade Dosument Cwners Report

USDA Home | Site Map | Policies and Links
| FOIA | Accessibility Statement | Privacy Policy | Mon-Discrimination Statement | Information Quality | USA.gov | White House

eTDE Reports Page

1. Click on eTDE User Report Link -

a. The eTDE Users Report displays a list of Trade Document Users with
access and entity Association within the eTDE system. The System
Administrator has the capability to filter by Last Name and First Name.

i. Primary User: System Administrator
ii. New Window opens with report details
2. Click on eTDE Entity User Report Link

a. The eTDE Entity Users report will allow the eTDE Entity Administrator to view
a report on all Users associated with their Entity. The Entity Administrator
will have the ability to filter by Associated Users' Last Name and First Name.

i. Primary User: Entity Administrator
ii. New Window opens with report details
3. Click on Non-Affiliated eTDE Report Link

a. The Non-Affiliated eTDE Users report will allow the eTDE System
Administrator to view information on all users who have not been associated
with an entity, including their expiration date should they not Associate with
an Entity. The System Administrator has the capability to filter by Last
Name, First Name, and Activation Expiration Date.

i. Primary User: System Administrator
ii. New Window opens with report details
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4. Click on eTDE Entities with Access Report Link
a. The eTDE Entities with Access Report allows the Trade Document Owners
to view information on all entities that have access to the Trade Document
Owner's data and which documents those entities have access to. The
Owner will have the ability to filter Date Uploaded From and To.
i. Primary User: Entity Administrator, Trade Document Owner
ii. New Window opens with report details
5. Click on Entities with no Access Report Link
a.  The eTDE Entities With No Access report allows the eTDE System
Administrator to view information on all the entities that have not been given
access to any entity data. The System Administrator has the capability to
filter on Entity Name and Entity Activated Date.
i. Primary User: System Administrator
ii. New Window opens with report details
6. Click on Access to Trade Document Owner Report Link
a. The Access to Trade Document Owners Report allows the Trade Document
User to view information on who has given access permissions to the Trade
Documents. The user will have the ability to filter by Owner Name, Date
Uploaded From and To.
i. Primary User: All users, excluding System Administrator
ii. New Window opens with report details
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5.14 eTDE System Administrator Page

USDA |
Za nited States Department of Agriculture

The avarage Ameri

T Farm Bl Forum
ﬂ z
s "
. 4

Skip Mavigation

an consumeas more than & pounds of peanuts and peanut butter products each year

¥l )

Home : Profile | Reports | System Admin : ContactUs | Help : Log

eTRADE DOCUMENT EXCHAMNGE (eTDE) SYSTEM
eTDE = Systern Admin

System Administrator Function

Manage Entity Locations

Manage User Associations

P SR S

Manage User Roles

Manage Administrator Registration ]

Manage Entity Registrations -]

[
[
[
[
[
[

Manage External System Reglstrations-]

UsSDA Horme | Site Map | Policies and Links
| FOIA | Accessibility Statermnent | Privacy Poalicy | Man-Discrimination Staternent | Inforrmation Quality | USA gow | wWhite Hous

eTDE System Administrator Page

1. Click on Manage Entity Locations Button
a. System Administrator is directed to Manage Entity Locations page
2. Click on Manage User Associations Button
a. System Administrator is directed to Manage User Associations page
3. Click on Manage User Roles Button
a. System Administrator is directed to Manage User Roles page
4. Click on Manage Administrator Registrations Button
a. System Administrator is directed to Manage Administrator Registrations page
5. Click on Manage Entity Registrations Button
a. System Administrator is directed to Manage Entity Registrations page
6. Click on Manage External System Registrations Button
a. System Administrator is directed to Manage External Systems Registration page
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5.15 eTDE Entity Administrator Page

USDA ,
Za United States Department of Agriculture

The average American consumes more than & pounds of peanuts and peanut butter products each year

- r-'

-
eTrade Document Exchange (eTDE) System ‘
|

eTDE > Entity Administrator

Entity Administrator Function

[ Manage Entity Locations ]

[ Manage User Associations ]

[Manage External System Rnglstrations]

USDA Home | Site Mzp | Policies 2nd Links
| FOIA | Accessibility Statement | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

eTDE Entity Administrator Page

1. Click on Manage Entity Locations Button
a. Entity Administrator is directed to Manage Entity Locations page
2. Click on Manage User Associations Button
a. Entity Administrator is directed to Manage User Associations page
3. Click on Manage External System Registrations Button
a. Entity Administrator is directed to Manage External Systems Registration page
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5.16 eTDE Manage Entity Registrations Page

USDA ,
Zammm United States Department of Agriculture

USDA |leads the Faderal anti-hunger affort with the Food Stamp, School Lunch, Schoaol Breaakfast, and the WIC Programs

Skip Mavigation
Home @ Profile | Reports | System Admin | ContactUs @ Help ! Logout

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
aTDE > Systermn Administration = Manage Entity Registration

Approved / Pending / Deny Entity Registrations

Entity Registration S5tatus

2020  approve ® pending O peny
[ Submit ] [ Cancel }

Registered "Entities™

7 usDa - Gastonia ﬂ[ Select All ] [Deselect AII]
[ Leek

[ Galden [ Unre gister ] [ Cancel ]
.. hd|

USCA Horne | Site Map | Policies and Links
| Fola | Accessibility Staternent | Privacy Palicy | Mon-Discrirnination Staternent | Information Quality | USA gov | white House

Manage Entity Registrations Page

1. Click on Approve Radio Button and Click on Submit button (Approve / Pending /
Deny Entity Registrations section)
a. Entity Registration approved. Entity Registration Request Approval Notification sent to
Requestor. System Administrator receives confirmation.
2. Click on Pending Radio Button and Click on Submit button (Approve / Pending /
Deny Entity Registrations section)
a. Entity Registration pending. Entity Registration Request Pending Notification sent to
Requestor. System Administrator receives confirmation.
b. Entity Registration Request remains in cue
3. Click on Deny Radio Button and Click on Submit button (Approve / Pending /
Deny Entity Registrations section)
a. Entity Registration Denied. Entity Registration Request Denial Notification sent to
Requestor. System Administrator receives confirmation.
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4. Click Cancel button (Approve / Pending / Deny Entity Registrations section)
a. Useris directed to System Administrator page

5. Click on Select All Button (Registered Entities section)
a. Checkbox(s) is populated for all Entities in Registered Entities section

6. Click on Deselect All Button (Registered Entities section)
a. Checkbox(s) is blank for all Entities in Registered Entities section

7. Click M to Unregister Entity Registration(s)
a. Checkbox(s) is populated for all selected Entities(s)
8. Click Submit Button (Registered Entities section)
a. Entity Registration Unregistered. Entity Administrator and all users associated to Entity are
automatically disassociated.
b. Unregistered Entity Registration Notification sent to Entity Administrator and all users
associated to Entity. System Administrator receives confirmation.
9. Click Cancel button (Registered Entities section)
a. Useris directed to System Administrator page

5.17 eTDE Manage External System Registrations Page

USDA

s Ynited States Department of Agriculture

The average American consumes more than 6 pounds of peanuts and peanut butter products each year
]
o farm Bill forum

W N

Skip Navigation
Home : Profile | Reports ;| Entity Admin ;| ContactUs : Help :

Logout

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
eTDE > Entity Administrator > Manage External Systern Reqistration

Approved / Pending / Deny External System Registration

External System Approve
2020 External System O Approve o Pending (@ Deny

[ Submit ] [ Cancel 1|

Registered External Systems

Select All | [Dcselact All ]

e "
i [ unregister | [ cancel |

USDA Home | Site Map | Policies and Links
| FOIA | Accessibility Staterment | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House
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Manage External System Registrations Page

1. Click on Approve Radio Button and Click on Submit button (Approve / Pending /
Deny External System Registrations section)
a. External System Registration approved. External System Registration Request Approval
Notification sent to Requestor. Entity or System Administrator receives confirmation.

2. Click on Pending Radio Button and Click on Submit button (Approve / Pending /
Deny External System Registrations section)
a. External System Registration pending. External System Registration Request Pending
Notification sent to Requestor. Entity or System Administrator receives confirmation.
b. External System Registration remains in cue

3. Click on Deny Radio Button and Click on Submit button (Approve/Pending /
Deny External System Registrations section)
a. External System Registration Denied. External System Registration Request Denial
Notification sent to Requestor. Entity or System Administrator receives confirmation.

4. Click Cancel button (Approve / Pending / Deny External System Registrations
section)
a. User is directed to Entity or System Administrator page

5. Click on Select All Button (Registered External Systems section)
a. Checkbox(s) is populated for all External Systems in Registered Entities section

6. Click on Deselect All Button (Registered Entities section)
7. Checkbox(s) is blank for all External System in Registered Entities section

8. Click M to Unregister External System Registration(s)
b. Checkbox(s) is populated for all selected External System(s)
9. Click Submit Button (Registered Entities section)
c. External System Registration Unregistered.
d. Unregistered External System Registration Notification sent to Entity or System
Administrator Requestor.
10. Click Cancel button (Registered Entities section)
a. User is directed to Entity or System Administrator page
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5.18 eTDE Manage Administrator Registrations Page

USDA ,
Zaa United States Department of Agriculture

The avarage American consumas more than & pounds of peanuts and peanut buttar products each year

1T R

Skip Mawvigation

Home | Profile | Reports | System Admin | ContactUs : Help : Logout
eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
2TDE > Systern Adrin = Manage Administrator Registration

Format: "User" - "Entity"
Approved / Pending / Deny Entity Administrators

}T User - Entity Registration Status

esttdu03 Testtdu03 - Birdsong [ Approve [ Panding o Deny
[ Submit ] [ Cancel ]

Activate / Deactivate Registered Entity Administrators

sacroms User - Entity _Registration Status 4|

TestEntAdmind2 TestEntAdm - JLEEK & sctivate " Deactivate

TestErtadrindS TestEntidrn - Muotoo 0 pctivate  Deacivate r Submit -] ( Cancel ]
TestEntAadminds TestEntadm - Rollo * activate ™ Deactivate

TestEntadminds TestEntAdm - Mars % nctivate " Deactivate LI

Approved / Pending / Deny System Administrators

User Registration 5tatus

Testtdo02 TesttdoD3  spprove ™ pending O Deny

[ Submit -] [ Cancel ]

Activate / Deactivate Registered System Administrators

User - Entity Registration 5tatus

TestSys03 TestSys02 @ activate  Deactivate r e _] r = : ]
ubmit ance

Manage Administrator Registrations Page

1. Click on Approve Radio Button and Click on Submit button (Approve / Pending /
Deny Entity Administrators section)
a. Entity Administrator Registration approved. Entity Administrator Registration Request Approval
Notification sent to Requestor. System Administrator receives confirmation.
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2. Click on Pending Radio Button and Click on Submit button (Approve / Pending /
Deny Entity Administrators section)
a. Entity Administrator Registration pending. Entity Administrator Registration Request Pending
Notification sent to Requestor. System Administrator receives confirmation.
b. Entity Administrator Registration remains in cue
3. Click on Deny Radio Button and Click on Submit button (Approve/Pending /
Deny Entity Administrators section)
a. Entity Administrator Registration Denied. Entity Administrator Registration Request Denial
Notification sent to Requestor. System Administrator receives confirmation.
4. Click Cancel button (Approve / Pending / Deny Entity Administrators section)
a. User is directed to System Administrator page
5. Click on Approve Radio Button and Click on Submit button (Approve / Pending /
Deny System Administrators section)
a. System Administrator Registration approved. System Administrator Registration Request
Approval Notification sent to Requestor. System Administrator receives confirmation.
6. Click on Pending Radio Button and Click on Submit button (Approve / Pending /
Deny System Administrators section)
a. System Administrator Registration pending. System Administrator Registration Request
Pending Notification sent to Requestor. System Administrator receives confirmation.
b. System Administrator Registration remains in cue
7. Click on Deny Radio Button and Click on Submit button (Approve/Pending /
Deny System Administrators section)
a. System Administrator Registration Denied. System Administrator Registration Request Denial
Notification sent to Requestor. System Administrator receives confirmation.
8. Click Cancel button (Approve / Pending / Deny System Administrators section)
a. User is directed to System Administrator page
9. Click on Activate Radio Button and Click on Submit button (Activate / Deactivate
Registered Entity Administrators section)
a. Entity Administrator Registration activated. Entity Administrator Registration Activation
Notification sent to Requestor. System Administrator receives confirmation.
10. Click on Deactivate Radio Button and Click on Submit button (Activate / Deactivate
Registered Entity Administrators section)
a. Entity Administrator Registration deactivated. Entity Administrator Registration Deactivation
Notification sent to Requestor. System Administrator receives confirmation.
11. Click Cancel button (Activate / Deactivate Registered Entity Administrators
section)
a. User is directed to System Administrator page
12. Click on Activate Radio Button and Click on Submit button (Activate / Deactivate
Registered System Administrators section)
a. System Administrator Registration activated. System Administrator Registration Activation
Notification sent to Requestor. System Administrator receives confirmation.
13. Click on Deactivate Radio Button and Click on Submit button (Activate / Deactivate
Registered System Administrators)
a. System Administrator Registration deactivated. System Administrator Registration Deactivation
Notification sent to Requestor. System Administrator receives confirmation.
14. Click Cancel button (Activate / Deactivate Registered System Administrators

section)
a. User is directed to System Administrator page
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5.19

eTDE Manage User Roles Page

USDA

Zaa United States Department of Agriculture

i =)

Home : Profile

Skip Havigation

eTRADE DOCUMENT EXCHAMNGE (2TDE) SYSTEM
eTDE = Systern Adrmin = Manage User Roles

Manage User Roles

Select User Role:

|—— Select -- j

Assign / Unassign Usr Role Privileges

I- Request Administrator Registration

I_ Entity / External System Registration

I- Manage User Access to Trade Document

[T eToE Supersede

I- Manage Entity Registration

l_ Manage Adrninistrator Registration

I- Manage User Azzociations

l_ Manage Entity Locations

I- Manage External Systermn Registration

r Manage User Roles

7 search Trade Document

[ view / Print eTDE Uszer Report

I- “Wiew / Print eTDE Entity User Report
I_View.-" Print Mon-Affiliated eTDE Users Report
I- “Wiew / Print eTDE Entities with Access Report
I- Wiew / Print eTDE Entities with No Access Repaort

I_ Wiew / Print Access to Trade Docurnent Cwners Report

Select All
Deselect All

Unassociated User Expiration

Ernter Expiration Period In day: Cays

UsDA Home | Site Map | Policies and Links

The average American consumes more than & pounds of peanuts and peanut butter products each year

Reports | System Admin i ContactUs | Help | Logou

| FOIA | Accessibility Statermnent | Privacy Policy | Non-Discrimination Staterment | Information Quality | USA gov | White House
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Manage User Roles Page

1. Click on Select User Role dropdown window
a. List of Users of the eTDE System will appear
i. Trade Document User
ii. Entity Administrator
iii. System Administrator
Click on User Type to Assign / Unassign Privilege
Click on Select All Button
a. Checkbox(s) is populated for all Role Privileges
4. Click on Deselect All Button
a. Checkbox(s) is blank for all Role Privileges

wn

5. Click E to Assign User Role Privileges
a. Checkbox(s) is populated for all selected User Role Privileges

6. Clickm to Unassign User Role Privileges

a. Checkbox(s) is blank for all selected User Role Privileges
7. Click Submit Button

a. Role has been assigned additional privileges

b. Role has been unassigned privileges
8. Click Cancel button

a. User is directed to System Administrator page
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5.20 eTDE Manage User Associations Page

USDA ,
2 United States Department of Agriculture

USDA leads the Fedaral anti-hunger éffort with the Food Stamp, School Lunch, Schoal Breakfast, and the WIC Pragrams
- i | P SO

Home : Profile | Reports | Entity Admin | ContactUs : Help | Logo

Skip Mawigation

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM
aTDE > Entity Adrministrator = Manage User Azsociation

Approved / Pending / Deny User Associations

User Approve

Submit Cancel
Testtdunz Testtduns  approve ™ panding € Deny [ ) [ )

Activate / Deactivate User Association

Usar Status
Testkdo0? Testtdo02 % activate i Deactivate " Dizassaciate [’ Submit -] [ Cancel ]
Testtdp03 Testtdp03 % Activate " Deactivate {” Disassociate

USDA Horme | Sike Map | Policies and Links
| FOIA | Accessibility Staterent | Privacy Policy | Non-Discrimination Staternent | Information Guality | USA gov | White House

Manage User Associations Page

1. Click on Approve Radio Button and Click on Submit button (Approve / Pending /
Deny User Association section)
a. User Association approved. User Association Request Approval Notification sent to Requestor.
Entity or System Administrator receives confirmation.

2. Click on Pending Radio Button and Click on Submit button (Approve/Pending/
Deny User Association section)
a. User Association pending. User Association Request Pending Notification sent to Requestor.
Entity or System Administrator receives confirmation.
b. User Association Request remains in cue

3. Click on Deny Radio Button and Click on Submit button (Approve/Pending /
Deny User Association section)
a. User Association n Denied. User Association Request Denial Notification sent to Requestor.
Entity or System Administrator receives confirmation.

4. Click Cancel button (Approve / Pending / Deny User Association section)
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a. User is directed to Entity or System Administrator page

5. Click on Activate Radio Button and Click on Submit button (Activate / Deactivate
User Association section)
a. User Association activated. User Association Activation Notification sent to Requestor. Entity
or System Administrator receives confirmation.
b. User associated to Entity

6. Click on Deactivate Radio Button and Click on Submit button (Activate / Deactivate
User Association section)
a. User Association deactivated. User Association Deactivation Notification sent to Requestor.
Entity or System Administrator receives confirmation.
b. User no longer as access to eTDE System

7. Click on Disassociate Radio Button and Click on Submit button (Activate /
Deactivate User Association section)
a. User dissociated from Entity. User Disassociation Notification sent to Requestor. Entity or
System Administrator receives confirmation.
b. User no longer associated to Entity, but will remain active and have access to system as an
unassociated user.

8. Click Cancel button (Activate / Deactivate User Association section)
a. User is directed to Entity or System Administrator page
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5.21 eTDE Manage Entity Locations Page

USDA ,
Zaam United States Department of Agriculture

Skip Mawvigation

USDA leads the Federal anti-hunger affort with the Food Stamp, School Lunch, School Breakfast, and the WIC Programs

i Profile | Reports i Entity Admin i

- —

@

Home Contact Us Logout

i Help :

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

eTDE » Entity Administration = Manage Entity Locations
Add Lacation to Entity

= Entity
= Birdsong
I_ Mew Location
l-Testing BirdsongZ

Add Hew Location For Selected Entity

Required Fields (*)

Entity Mame

[
L ]

Cormmodity Type |Peanuts

*Entity Location Mame

Entity Street Addrl

Entity Street Addrz

. . Entity State Entity Zip [
Entity City I - A Postal Code

L ]

Cornment | |

Entity Country

USDA Horme | Site Map | Policies and Links
| Fiola | Accessibility Staternent | Privacy Policy | Mon-Discrimination Staternent | Information Guality | USA. gov | White House

Manage Entity Locations Page

1. Click New Location Link to Add New Entity Location
a. Complete Entity Demographic Information
2. Click Submit Button
a. Entity Location added
3. Click Location Link to Edit Entity Location
a. Edit Entity Demographic Information
4. Click Submit Button
a. Entity location updated with changes
5. Click Location Link to Remove Entity Location
a. Click Remove button

2020 Company, LLC
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b. Entity Location Removed
6. Click Cancel button
a. User is directed to Entity or System Administrator/

5.22 eTDE Document Information Page

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

Document Information:

Docurment Cwner: BirdsongPeanuts
Docurnent Provider: Blanchers
Product: Peanut
Docurnent ID External Systerm: Blail

Docurnent Type: Blanching
Certificate Murmber: Blagd

Docurnent Status: P

Certificate Mumber Superseding:
Certificate Mumber Superseded:

eTDE Reference : WaH1Let101l
Date Issued ! S/Z7/2003 10:11:00 AM
Date Uploaded: P E 2008 12:57:132 PM

Document Access:

UserManme First name Last Mame Entity Mame Visited Date
I:ztg:agminog TestEntadrmind3 TestEntadrnind3 BirdsongPeanuts 23{23;’2008
I:ztg:agminog TestEntadrmind3 TestEntadrnind3 BirdzongPeanuts gg{ggmooa
$Z§:E:$gmin03 TestEntadrmind3 TestEntadrnind3 BirdsongPeanuts gg{ggmoos

Document Information Page (Display MetaData)

1. Click on Document Info Metadata link of Trade Document located on
Homepage

a. Document Information: Document Owner, Document Provider, Product, Document ID
External System ,Document Type, Certificate Number , Document Status ,Certificate
Number Superseding, Certificate Number Superseded, eTDE Reference, Date
Issued, Date Uploaded

b. Document Access: Username, User First Name, User Last Name , Entity Name (for
which the User is associated), Date, Timestamp
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APPENDIX A: Glossary of Terms and Acronyms

Term / Acronym Definition or Description

PDF Portable Document Format — An open file format used to represent two-
dimensional documents in a device independent and resolution
independent fixed-layout document format. Each PDF file encapsulates
a complete description of a 2D document (and, with the advent of
Acrobat 3D, embedded 3D documents) that includes the text, fonts,
images, and 2D vector graphics that compose the document.*

eTDE eTrade Document Exchange is a content management system that was
created to support the domestic and international trade of US
agricultural products.

eTDE Toolkit The “eTDE toolkit” is designed and programmed by the Agricultural
Marketing Service (AMS), USDA, to provide a standard approach for
generating and exporting documents into the Electronic Trade
Document Exchange (eTDE).

The toolkit consists of guidelines, a programming model, a full set of
programming code, and artifacts. The programming code extracts data
from the provider’s data store and generates the PDF file for export to
eTDE. The files are automatically uploaded to eTDE using the
recommended ftp software. The recommended procedure in the toolkit
results in certificates that accommodate variation in document types.
Implementation of the system is designed to be nonintrusive to the
external entity’s existing IT operations and workflow.

PDF Form A PDF file that has been altered to include form fields that are used to
store data.

Adobe Acrobat Software that enables business professionals to reliably create, combine,

Professional and control Adobe PDF documents for easy, more secure distribution,
collaboration, and data collection.?

Adobe Acrobat Software or viewing PDF files, used in many full-text electronic

Reader journals. The reader program is free, and if you do not have it on your

machine when it is needed to access an article, instructions for
downloading it will usually appear on your screen.®
JavaScript JavaScript is a script language - a system of programming codes,

! Wikipedia, http://en.wikipedia.org/wiki/Portable Document Format

2 Adobe Systems, http://www.adobe.com/products/acrobat

3 Google, Define,

http://www.google.com/search?hl=en&defl=en&q=define: ADOBE+ACROBAT+READFER&sa=X&oi=glossary def
inition&ct=title
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Term / Acronym Definition or Description

created by Netscape, that can be embedded into the HTML of a web
page to add functionality. JavaScript should not be confused with the
Java programming language. In general, script languages such as
JavaScript are easier and faster to code than more structured languages
such as Java and C++.*

Section 508 In 1998, Congress amended the Rehabilitation Act to require Federal
Compliance agencies to make their electronic and information technology accessible
to people with disabilities. Inaccessible technology interferes with an
individual's ability to obtain and use information quickly and easily.
Section 508 was enacted to eliminate barriers in information
technology, to make available new opportunities for people with
disabilities, and to encourage development of technologies that will help
achieve these goals. The law applies to all Federal agencies when they
develop, procure, maintain, or use electronic and information
technology. Under Section 508 (29 U.S.C. * 794d), agencies must give
disabled employees and members of the public access to information
that is comparable to the access available to others.”

Content A content management system (CMS) is a computer software system used
Management System | to assist its users in the process of content management. CMS facilitates
(CMS) the organization, control, and publication of a large body of documents

and other content, such as images and multimedia resources. A CMS
often facilitates the collaborative creation of documents. A web content
management system is a content management system with additional
features to ease the tasks required to publish web content to web sites.
Web content management systems are often used for storing, controlling,
versioning, and publishing industry-specific documentation.

* Google, Define,

http://www.google.com/searchrhl=en&defl=en&q=define:JavaScript&sa=X&oi=glossary definition&ct=title
5 Section508.gov, http://www.section508.gov/index.cfm?FuseAction=Content&ID=3

¢ Wikipedia, http://en.wikipedia.org/wiki/Content management system
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APPENDIX B: eTDE Application-Specific Fields (Used for
Internal Processing and Content Management)

Please reference eTDE Baseline Data Elements for Phase 1 and Phase Commodities
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APPENDIX C: eTDE Standardized Data Elements (PEANUT
COMMODITY ONLY)

Please reference eTDE Baseline Data Elements for Phase 1 Commodity
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